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I. INTRODUCE ra, 


A. BACKGROUND 

AESIS is a highly sophisticated weapons system designed 
to safeguard a surface fleet against enemy aircraft and 
missiles. An integral part of tne system is the SPY-1A 
radar; it feeds its data to a Navy standard AN/YUK-7 
Comp Iter « 

The AEGIS weapons system simulation project is an 
Ongoing study ovdeing conducted at the Naval Postgraduate 
School. Its primary objective is to study the feasibiligy 
of replacing the present four-processor AN/YUK-7 mainframe 
computer with a multi-microcomputer based architecture. 

The ASGIS weapon system must process in real-time large 
amounts of data concerning target detection and acquisition. 
In order to distribute the data among the many “nites 
computers, high speed data communication means are needed. 
The high speed data transfer can be accomplished by tying 
clusters of MULTIBUS connected micro-computers to Gach otmem 
by means of a local aréa network sucawas stnernecm The 12 
megabit per second data transfer rate over a maximum of 2509 
meters of cable makes Ethernet a powerful data 
communications medium which replaces a complex system of 


polnt to point cables with 4 siaetlescanter 


1d 


In order to create a useful program development 
Peer onmemuerOreuge ANGCLo Modeling Project, it is convenient 
to access more powerful processors located outside of the 
meero-cOomputer cluster but connected to the same Ethernet. 
The UNIX operating system has been popular on mini~computers 
and is becoming much more commonplace on the newer, more 
mewertul micro-computers and is thus a natural candidate for 
a remote login froma terminal connected to the micro- 
computer cluster. 

ina tial Sronmewon Cumineesnes BABGCIS «<project» for the 
connection of micro-computers to more powerful processors 
using the Ethernet was conducted by Stotzer [Ref. 1] and 
Netniyom [Ref. 2]. Stotzer, working at the micro-processor 
end, and Netniyom, worxing at the other end with a VAX 
11/783 VMS operating system, implemented messaze passing and 
meee transfer routines. As ¥MS did not provide for a remote 
login as an integral part of the operating system, the 
@omnunication terminated at the VAX end in one of the device 
files, thus reauiring one hard wirei terminal from the 
system. A hoped-for virtual communication therefore became 


in essence a hard wired connection over the Fthernet. 


Mee GceNs24L DISCUSSION 
The Eerkeley 4.2 version of the UNIX operating system 
(4.2 BSD) in use at the Naval Postgraduate School runs on a 


VAX 11/78@ which is connected to an Ethernet. Since this 


bo 


version of UNIX implements networking software "facilities 
device drivers for networking hardware, and a remote = foes 
capability, the feasibility of remote terminal login oven 
Ethernet to a more powerful remote host from a fase 
computer was investigated. The extension beyond Stotzer’s 
and Netniyom’s work was important since many users could 
remotely use the VAX 11/782 over just one communication 
medium, Stherret, without using any of the heard wang 
terminal Connections to the sence acca The method tes 
investigation used was to capture for analysis the &thernet 
communications between a Sun Workstation, running 4.2 BSD 


UNIX, and a VAX 11/780, also runnires4 co cope 


Ce.) Sie UCP UR Oy ee oes 

Chapter I presents some bdackground information On ie 
AEGIS project here at the Naval Postgraduate School and 
Drior work to facilitate micro-computer communica ti on Wives 
more capable processors over an Ethernet  cConneciiaaue It 
also discusses the continuing effort to enhance Suc 
communicaticn by being able to remotely become 42 terminal to 
a VAX 11/7290 from a micro-computer. 

Chapter [I will discuss, in a rather general manner, the 
topics cf networks, the ARPANET network, and the  relatiges 
cetween the IS0 standards for networks and the manner in 
which the ARPANFT is implemented. Information of local amen 


networks and Etnernet will also be oresented. some 


eZ 


Backeround kKnowledze of these areas is necessary since the 
4.2 BSD UNIX systen imovlementation of the remote login 
allows logging in over a long haul network and is thus more 
versatile and flexible than if it were implemented for 
logging in over only an Ethernet. 

Mceolor elit covers Specific information on the MULTI3US 
System, thernet controller boards, and the single board 
computers that were utilized in the course of anne 
investigation. 

Chapter IV will discuss tne manner in which the two UNIX 
based computers communicate over the Hthernet when remotely 
Mmeesin= in. It also covers in detail the AR2ANET protocols: 
Internet ELouec 0 | ler) and Transmission Con ero 
ErOLOocoL{TCP), Powe Re lOfia, terminal, and trailer 
mmenocols. 

mmerpver  V¥  will discuss the purpose of and results 
obtained by the demonstration program. It will also discuss 
several important anonalies that must be avoided should 
femme OC WOrK continuing from this thesis. 


Chapter VI presents the conclusions of the thesis. 
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Il. NEDWOERKS 


A. NETWORKS: GENERAL DISCUSSION 
1. 3ackground 

The 4.2 BSD UNIX implements the remote login in a 
manner that is general enough to enaodle one to login to 4 
remote host computer over a local area network (LAN) | aga 
haul network sucn as the AFPANET, or any combination of the 
two. Thus it would be possible to remotely login fron ome 
UNIX system to anotner dy using a local area network Tome 
node located on along haul network, thence over the long 
haul network to a remote host that 15 also running 4.2 ee 
UNIX. In such a case the remote login request would be 
Surrounded oy both LAN protocols and long haul network 
protocols, specifically “ARFPAHETT Sprotecs mee In order ae 
analyze the remote login conversation between twos 


Systems, some basic knowledge cf networks is necessary. 


2. befinition 
A computer network is an <inaterconmec tase On 
autonomous computers. The i Dereon: ee tame can be 


accomplished hy a variety of means ranging fron hardwired 
conections, micro-wave connections, Or even satellite 
connections; in fact, some large aoetworks might =mploy wane 
methods of connections at one link or another wit han 


retwork. The computers shovld be thought of 4s autonomam 
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in that there is no master/slave relationship between any of 


the computers con the network. 


oe Aims of a Network 


a 


he growth of networks over the last decade has 
been spectacular. This drift away from large, centralized 
computer systems is caused by the many economic and 
perfornance advantages of networking. By usinZ2 a network, 
all resources (data, programs, processors, etc.) on the 
network are potentially available to anyone using the 
meywork refardless of thew physical proximity of those 
desired resources. Computing systems can be made much more 
reliable with the utilization of networks since, should one 
part of the system break down, other parts can taxe up the 
load. Tie S-ees Yoatems can de@2rade in cavdability gracefully 
rather than catastrophically. Since the cost of computers 
has declined dramatically while the cost of communication 
has remained staole, it now makes more sense to do much more 
processing of data locally and then communicating only the 
MeemeeysS tO a central location rather than sending all data 
to acentral point for all processing needs. In essence, 
the tremendous needs generated by the information age are 
More easily fulfilled by the utilization of networks. 
4. Networking Terns 

some definitions of basic networking terms are 

Meeded before continuing the discussion. Fosts are the 


Various machines located on the network which are intended 


LS 


for runnife user (anplicatvomeo,o-7a The specialized 
computers that perform the switching necessary in a network 
are called IMP’s, interface message .processorse A link Wig 
the physical communication medium used to pass data from one 
IMP to the next IMP in the setwor a. A typical session on a 
network might have the user wanting to send a message to 
another person ina distant location. The user woulda eee 
down at his host computer and generate ris messaze which 
would be communicated to the IMP which actually puts the 
message onto the network link to the destination. The users 
data, assuming it is a short message, would be transmitted 


across the mMetwortaeine i wpdesou, the basic) Uoae On 


information that moves over tne neiwen A pacxet switeaem 
network is one in which the packet can very greatly in size 
and a source to destination path need not be established 
cvefore the packet is sent on its way. For instance, two 
packets from the same host to the same destination may leave 
the source host one right after the other but takeue 
different route to the destination aecu, The f1rst Deca 
transmitted from the source host may not be the firs tee 
arrive at the destination: 
S- Network Layers 

Networks, especially long haul networks, are very 
complex and sreauire elaborate software to make them run 
effectively. In order to allow for rapidly Chane 


technology and protocols, the design of software musta 


1s 


meres MOCULar © in nature. Peo Une Sx plosive growth of 
networks hes nad® the adoption of standards ty all involved 
Sore paramount importance. THwcr montero Simplity production 
of ani changes to neworxirg software by standardizing the 
moagularity of the software is found in the seven layered 
approach as espoused by the International Standards 
Organization (IS0). Figure 2.1 shows the ISO standard layer 
mouemoach £0 communication from one node to another over a 
network. 

Network communication commences when a user at one node 
Meterfaces With the top layer, the application layer. This 
hayer then communicates with the same layer in the 
destination node by what is called a peer to peer protocol. 
A protocol is a communication convention between equivalent 
mers in tne source and destination nosts. This is a 
mertual communication; actually the application layer 
interfaces with and makes use of the services provided by 
the next lower layer, the presentaticn layer. ais layer 
@eemgunicates to the presentation layer in the tiestination 
Frost by means of the presentation layer peer to peer 
BreLroccl. Pcomepetorme. this 15 4 Virtual connection; the 
actual communication by the presention layer is to the next 
mower layer. The actual communication continues down 
Marough the layers until it reaches layer i, the physical 
layer. The data to be transferred ends up at the lowest 
level surrounded by various extra bits appended by each 
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meena s tHemea ta DesseS through it. it 18 from this layer 
that the data is actually moved to another node on the 
Meuwork bY Some physical linx, hardwire, microwave, eétc.. 
hemeec ne destination node, the date ascends through the 
layers, losing the bits added by the source node layers, 
until it reaches the destination application layer. Each 
mere Can pe pictured as requesting services from the layer 
teneath it and oroviding services for the layer above it. 

Mammponlatce Of this tavered conceot 15 that functions 
associated with a network connection can be grouped together 
in independent software modules that handle only the 
mame tions of one particuler layer. SiG dene De eimstompeec Tr 
protocols change, then only the one software module 
meeoc1ated with that layer need be altered. 


6. functions of the Layers 


It 


The first of the seven ISO layers is the physical 
mwer. its function is the transmitting of raw pits of data 
over a commurication channel. Tae So momocolssatestni S aclhaver 
Ger teensure that 1f the source trensmits a binary 1, then a 
binary 1 1s received at the destination. It accomplishes 
this by handling electrical voltages and electrical pulses, 
eeOlesS, and connectors. he Benen physical layer uses 
the protocols known as Carrier Sense Multiple Acces/{CSMA)/ 
Momlision Detection (CD). 

mae function of the data link layer is to teke the réw 
transmission provided by the physical layer and transform it 


Le 


into a line tnat appears, to higher protocols, t60 Se 7rocwee 
transmissvon  Srrorcse This layer adds flags to denote the 
beginning and ending of messages, utilizes error checking 
algorithms are utilized, and distinguishes data from? fae 
Also, this layer deals with the problems of acknowledgements 
and of flow control (a fast sender swamping a4 sium 
receiver). 

The function of the network layer is to control the 
operation of the subdnet, the lower three layers. eS, 
determines the routine to = toe destination, prevents 
congestion, and breaks large packets into smaller ones if 
they are too large for a particular link, and Hand Wecueeee 
control within the network. The network layer may provide 
elther latagram service or virtual Cirreur ec service. 
Datagram service delivers to the next higher layer the 
messages from the transport layer without ordering ae 
messages; each is considered an isolated unit. The virtua 
Circuit service presents the transport layer with ordered 
messages. For commercial networks, this layer contains cme 
accounting algorithms for the billine or cusvemeance 

The function of the transport layer is to ensure host to 
host error detection and recovery, control) (session 
messages passed to the next lower level (some long messages 
might have to be broken up into shorter length messages), 
multiplex the end user address onto the network, and the 
establishment /release of connections across the network. It 


au 


aiso routes incoming messages to the correct process or 
connections within the host and reassembles messages by 
deliverinzg to the next higner level the parts of messages in 
mae correct oOrcer, which is not necessarily tne order in 


which the messages were received. 


The session layer provides the users interface in the 
metwork. It provides the establishment of a connection with 
a process on another machine. Once the connection has deen 
established, it controls the buffering of data, the data 
transfer, and the graceful or abrupt closure of the 
Connection. 

The function of the presentation layer is to negotiate 
the syntax for characters as data, text strings, terminal 
maesPiay formats, and $0 on. This layer would also provide 
for data encryption should that be necessary. 

The function of the application layer is largely 
determinei by the user. [umecat provides: or such functions 
as login precedures and passwords. Eere the type of service 
Mmomeeone user is defined; i.e., is the transaction a file 
transfer, data transfer, remote LO 210, financial 


Meansaction, e€tc. 


B. THe ARPANET 
1, Packground 
The Department of Defense started the funding of 
research into computer networks during the 196@0’s. Through 


eal 


the Defense Advanced Research Projects Agency, money was 
provided to selected universities and private firms to set 
up an exverimental four node network. It became operational 
in 1969. It has since expanded to over 1080 nodes that span 
the globe. Because of the length of time it has been in 
existence, the monies provided for continuing research, and 
the sponsorship by a powerful backer, the ARPANET is the 
most significant Retwork imothe (worla. Much of the Cupieie 
day knowledge about networks can be traced to the ARPANET 
development. 

2. ARPANET Layers 

The networking layers of the ARPANET do not 
correspond in a one-to-one manner with those of the IS0 
standards. Figure 2.2 shows the ARPANET layers and their 
relation to the [SO "standard layers. The ARPANET protocols 
are grouped into four major categories: network backbone, 
network access, host to host, and application or Senwigee 
eparenenetol ye wach of these is independent and ootimized seem 
its special function and may contain several protocoum 
embedded. 

The network backbone protocols are the IMP-IMP 
protocols, routing protocols, and end-end protocols. networs 
access protocols define the interface between a nost 
computer and the switching nodes({IMP‘s). 

The above protocols are interface protocols between 
IMP’s and the host conputer. They permit reliable data 
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transfer into or out of the IMP tO the DoS ee 
SUDNECUTW OEE. These two protocols do not, Rowever, | provaee 
reliable host to host peer communicaticn across the networeu 
This all imvortant function is provided by the #2 Pee 
internet protocol and transmission control protocol, [?7 meee 
The protocols will be discussed in depth later ina 
thesis; they form the major part of the communications 
fornat that takes place in the remote login facility sous 
ESD UNIX. A less robust host to host protocol can be Poni 
oy combining the same internet protocol with the User 
Datagram Protocol, UDP. This protocol provides 2 proceama 
for application proerans to send messages to other programs 
with a minimum of protocol mechanism. It is transaction 
oriented, and delivery ard duplicate vrotection are ree 
Zuaranteed. Applications that require an ordered delivery 
of streams of data should use the TCP vice the UDP protccom 

Above these layers in the ARPANET model are the 
apolication or service layers and protocols such as )etetwe 
(the virtual terminal nemccol [oer eee transfer 
protocol), sftp (simple file transfer protocol), "eves 


Figure 2.2 shows tne ARPANET protocol relationships. 


C. LOCAL AREA NETWORKS 
1. Verra rc lon 


A local area network is best defined by listieae 


some of the requirements that are generally accepted as 
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memmeunecessanry if a local area network. It is a collection 
of automonous computers and other resources that: 


ae peographically are within about 2500 meters of one 
another: 


oe have a relatively high bandwidth, usually 
mnoeinemtron 1 to LO°million bits per second; 


Oe IhOWeEGOs U; 


d. capa bi iy Vor pOOrt ip stor several “hundred 
connections of devices on the network; 


e. low error rates, high reliability, and independence 
ir oOtmascomiratitzed moontrol; 


ee ease of installation and extensibility; 


jie a ae 


PN ESR PROTOCOL 


LOCAL NETWORK PROTOCOL 


Ma wire 265 MeN ee ToOpOce. tlerarchy 
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oreo vem heasomseroOrethe hieh interest in 
local area networks. Organizations today may have many 
computers dnd peripherals located within the same or 


Bemjacent buildings. Cost and performance considerations 


Zo 


j 


demand that most if not all of these deév1ceS ssc -uauae 
together over some communication medium. The mest efficient 
manner of interconnection, rather than a maze of hardwired 
connections, is a local area nétwork utilizing a ene 
bandwidth physical cable. Fach computer or peripheral is 
then attached to the channel over a very short physical 
connection. adistinct advantage of a local area ne twormeee 
its ability to more effectively and efficiently Sep ce 
distributed computing tasks. This allows specific {uncue 
Such as file @storeces data tase management, terminal 
handling and so on to be assigned to specific machines anes 
simplifying implementation. 

Local area networks have several factors that maxe 
their implementation much easier than long haul t1¢tworks. 
The routing algorithms can be as simple as broadcasting all 
messages. The routing algorithms on long haul rétworxs can 
become extremely complex, especially when one network is 
Cied” into - other mMetworn<s- Local area networks do héve 
potential congestion problens, but they aré minor compared 
to those that can be @ncountered on lone haul ne vwerace 

Local area networks can sense corgestion because they 
sense the state of the broadcast channel before attemptize 
Pg S Camere Two of the types of local area networxs are the 
carrier sense networks and the ring Metworxs;: Gach type has 
a unique method of sénsing the state ot thewne one The 


carrier sense method, when it has data to send. listens to 


9, 


the channel to see if anyone else is broadcasting. ee ine 
Morne! 15s busy, the station waits until the channel becomes 
idle. Once it nas sensed an idl€ channel, it transmits all 
MeO art Of its Gata in a Dacket. if a co@lision occurs with 
another unsensed packet, thus corrupting the transmission, 
the station waits a random amount of time and then starts 
the process over again. The ring networks, lixe the carrier 
sense networks, use twisted cable, coaxial cable, or fiber 
optics as the transmission medium; however, the ring net is 
a series of point to point cabdles between consecutive 
stations. The basic method of the control of network 
congestion is through a toxeno system. wack MWoOade wishing = to 
Peansmit must have a ticket or token in order to use the 


network. 


5. Ethernet 

Ethernet is a local ar@a network specification 
developed by 10,28 Re ace el Equipmert CO > Dem auuesem , Keroc 
Mmermepordtion, and Intel Corporation. [It is designed for the 
high speed data exchange among corputers and otker divital 
devices located within a moderately sized geogravhical area. 
The Ethernet specification pertains to the first two layers 
Meee che I50 model, the physical and data link layer. jis 
Mimovaides for a data transmission rate of 1¢ million bits per 
second over a coaxial cadle with a maximum leneth of Z2.8 


Memeometers. It supports up to 1@24 stations with a topology 


end 


of a@ bramchina non-ro0lcdamee rece The link control je 
CSiwa 7 Ci 
£. ELDernel Praneeaennas 
a. General 
The Ethernet frame consists of the following 
five fields: the destination address, the source ada@pacee 
the type field, the data, and finally the frame Ghee 
sequence. The 64 bit Sareanple used ton receiver 
Synchronization is not available to the user. 
De Destination address 
The six byte destination can be one of tnree 
types of addresses. It can be the physical address of a 
board; this address is unique to Gach doard interfacine= ee 
the Ethernet; its first three bytes are assigred ty Xerox 
and the last three by the board manufacturer. It could also 
be a multicast address; this board can be user programmed to 
contdin up to 64 different multicast addressee All boar ae 
receive broadcast packets. 
C.2 Source address 
The physical source of the particular boandueee 
automatically inserted upon packet transmission. This can 
be circumvented, as will be @xplained later. 
a Type field 
The two byte type field contents are not 
Specified; the user can use it for whatever ourpose ne 


desires. 


e. Data field 
The data field must be a minimum of 46 bytes 
and can be as lorg as 15¢@ bytes. Should the user iata ode 
less than 46 bytes, the unused bytes are stuffed with the 
null byte. 
ae Frame check sequence 
Philo wet smede oc tat CyGlac redundancy check of 
the Fthernet frame fron the destination address down to the 


last byte of data. 


eS, 


Ill. NPSers Clerics 


Awe BDACKGLOUND 

The system used at the Naval Postgraduate School to 
investigate the viability of the remote login over Ethernet 
was composed of the following components: tne ArGIS Project 
multi-user system, a Sun Workstation and a VAX 11/780 Gomme 
Funnhineg “422 -38S2 0 x All components of the system were 
connected by an Ethernet. Figure 3.1 shows an overview of 
the system. The makeup of the A&GIS multi-user system 75 
Snowan in Figure 3.2. Its MULTIBUS backplane contains "fnme 
Intel 86/12 Single Board Computers, two additional memory 
boards, and an Interlan #fthernet Controller bBoard. zach 
86/12 SBC -is attached to its own S9teagoiccme Secondary 
Storage for the system is provided by two hard disk drives 
and two floppy disk drives. Some basic knowleige of the 
multi-user system components is Dee=csann [OE the 


understanding of the programs contained in this thesis. 


Ba MULTI-US“2n 1S io tah a COe Ohi ies 
1. Intel 86/12 Single Poard Computer 
The 86/12 SBC contains all the components necessary 
for a computer on a single board; it contdins an 5¥86 LGaiaee 
microprocess 0 hemo. « vbytes Of  dOnD0arda Nene a serial 
comnunications interface, a programmable interruges 
controller, anda programmable timer. It also contains the 


58 


Figure 3.1 
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Sewer ry we recessca>y TOr tse use of the board on a MULTISUS 
System. (iemGdr com usmecomureured SO that 1t car act either 
as a MULTIBUS slave board or as a master board and Can 
Bieecept user vDraovided ROM of up to S2K bytes. All of the 
onboard RAM is accessible to offboard components if the 
board is unstrapped; or, conversely, none of the onboard 
memory can be accessed from offdoard components if the board 
moe Strapped. The ability to allow or disallow access to 
Onboard memory (strapping) is a convienent feature of the 
SEC that maxes it very useful spel Tug l= OrOCe ss ne 
installations. In the AEGIS system, the boards are strapped 
to ensure "thal weno process rurgninege on another board 
accidentally contaminates the onboard memory of anotner 
Board. 

Poewoceo was One of the fist commercially available i1¢- 
meee microprocessors. Figure 3.3 snows the internal structure 
of the 8¢@86. TMP OceccOreis Give aged into en®™ execution 
unit, EU, ard a bus interface unit, EIU. The EU implements 
mepotandard Single—-bus, accumulator based arhitecture and the 
BIU manages all bus communications to the outside world. The 
data and addresses are multi-plexed over the same i6€ pins of 
meee eS pin chip. The EBIU also implements an instruction 
Peepeline in order to speed up the execution in the @¢@SE. Up 
momesix pre-fetched instructions are queved for execution. 
moteral use registersmmthe AX, BK, CX, and DX registers, are 
Memes wide and are either 8 or 16 bit addressable. There 
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ia-memce oO orm .ord aGiressable rezisters for indicies and 
pointers, the CS(code segment), the DS(data segment), the 
SS(stack segment), and the ES(extra segment). These segment 
registers serve as base addresses for addressing 64K byte 
segments within the 29 dit, one megadyte address space of 
the 8@86. In order to effectively address one megabyte, the 
Meeeeaadress, only 16 bits, is left shifted by four bits so 
meee when added to the 16 bit offset, the full one megabyte 
address space is available. These segment resisters are 
programmable so that any portion of the one megabyte address 
Space is available. This enables the addressing of menory 
Space which lies outside the 64K of 86/12 SBC onboard RAM. 
Ms 15 crucial for the ability to address the memory 
expansion boards and other offboard components as part of é4 
Meocess running cn the &6/l2 S3C. 
ec. Memory Configuration on the MULTIBUS System 

The AEGIS project makes use of a multi user system 
to run a multiprocessing operating system, VOCe Tie, whied 
momappended tc the CPM-S6 operating system that is resident 
Meeesach 86/i2 SkCc. MOORTEX is loaded from disk directly to 
onboard memory. CPM-86 has a master and a slave version. 
Mies master version is loaded from disk to the MULTIBUS 
master 86/12 SBC. The slave version is loaded onto a memory 
expansion board called common memory; ccpies of this are 
then loaded into slave 86/12 SBC’s as needed. iis, ¢omincs 
memory belongs to all boards and processes and is the area 


5D 


where MCORTEX places various process synchronizatlon cage 
The ether memory expansion board, call it the extemg@es 
TPA( transient program area), is available to any 85/12 Siem 
For the purposes of this thesis, this extended TPA was iuame 
by the PL/I programs as a portion of the data segment Sime 
and to which the Direct Menory Access operations ton ge 
Ethernet Control Board were conducted. Figure 3.4 depigre 
in a linear manner the memory utilization in tho Seengeae 
Multi-User systcne 


on Interlan NJ3810 fthernet Gontrollerwtoaca 


as General 
The Ethernet controller Board is a MULTDBRS 
Ethernet communications controller that = tocetue. with ja 
transceiver implements layers one and two of the ISO network 
layer: It implements fully a protocol that complies wie 
the Xerox/Intel/Digital Ethernet specification, version age 
The board performs data link layem Tuoncue by 


fornatting user data into frames and performing the CSMA/CE 


sensing. Tt automatically orovides the cyclic” Podium 
code generation (CRC cole). The board, when listening to 
the network, recognizes and accepts frames which are 


addressed to the boards physical address, one of its multi- 
cast addresses, or any broadcast frame. 

The controller board performs the pnysical layer 
fPuUne thivoms by transmitting/receiving bit streams at 1¢ 
megabytes per second. It also contains a 16K receive buffer 
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so that the host computer car read the incoming  trames eas 
Dackets at 1%sS OWN convenience: By buffering, it allem 
shields the MULTIBUS from the unpredictatle arrival Uitjoueee 
iPanic se The NI3@19 board has the DMA controller that moves 
packets to/from host menory. The board has control of ite 
MULTIBUS durinue this) tras ere Should another board take 
over the MULTIEUS between data transfers, the NI301¢2 board 
will resume its DMA transfer from the point whereuii 
Surrendered the bus. The board also maintains a small buffer 
eK in length for a storage of data to 52 | trance oe ec 
the programs included herein, the NIS812 performs DME 
transfers to/from the extended TPA memory board. The NI329012 
voard also performs extensive self-diagnostics and can keen 
Statistics on the nmetwork trati ice ander reg. 
ioe Frame transmission 

The host computer sets up in contiguous memory 
a transmit data area in the extended Trsu When instructem 
by the host, the NI361G toard commences a 9M4 transferee 
this date (‘inte its tremsml tou doe The board does fom 
attempt transmission onto the network until specificaime 
told to doso by the host. Once 12structes 19 °925 Siege 
inserts the source address of the board, comoduyoseeee 
appends the CrC, and transmits the pacxet. S2ou lds 
collision occur that prevents transmission, the Board 
automatically attempt to retransmit Woe tome Figure 
5.9 shows the format of the transmit data aréa. 
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mvgure 3.5 Transmit Data Block 





Ce Frame recendtions 

When the NIS@19 receives a packet that is 
destined for its host, it informs the host vila @ hardy 
interrupt. When the host decides it 18 ready for (the gare 
it signals the board which then prefixes frame status and 
frame length information to the received frame, and then 
perforns a DMA transfer of the packet into a nost determined 
aren of memory. In the AEGIS project, it iS transfenpr equ 
the extended TPA portion of memory. Figure 3.6 shows the 
fornat of a packet that has been transferred to the receive 


data area. 


Ff gure 3.6 
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IV. REMOTE LOGIN PROlTGGeES 


om ee gee Oe ge — et eee ees eee ee ee 


Ree UNIX ROT 2 ee Gian 
1. what is a 
When a user desires to remotely log into the VAX 
from the Sun Worksation, he executes the UNIX comma 
PLOGIN. Tre Sun then sends/receives packets over the 
Ethernet to/from the VAX- loginecon: The terminal attached 
to the Sun appears to the user as if it were hard vies 
Girecivily ine the VAX. All Orr the networking 
implementations are transparent to the user. All of the 
normal login messages and terminal queries apnear, as does 
the same command line prompt used on the VAX UNI. All 
spectalbtecrtirel, chardevers, seo c oas "kill, “deletes etc 
are exactly as those used on the VAK. Investigatin2a the 
viability of duplicating this process on the AEGIS multiwees 
system is the goal of this thesis. 
2. Packet Contents 
The first step taken in investigating the Ui 
remote login processs was to produce a program for the A3GI5 
project’s multiuser system that passively listened in on 
the Ethernet and captured the conversation between the YAX 
and the Sun when remotely logging in and conductinew 
terminal session. The program, LISTEN, captured dll tra: eae 
on the sthernet and printed it into a file in e€miaes 
hexadecimal or binary format. Since the Ethernet cabdle had 
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Prebyeesthree “e@evices connected to it at the time, it was 
@eestole to eliminate all traffic on the cable except tncse 
packets that were directly involved with this remote 
login/terminal process. 

Examination of the packets revealed that several 
mBrotocols were present. The most obvious prot dcol was the 
Ethernet protocol. The only item of interest here as far as 
the remote login was the Ethernet header type fields. As 
Mmemeroned in Chapter If, this field is undefined in the 
muoernet specifications and is available to the user for 
whatever use he deems appropriate. In this case, the low 
order byte of the type field was always & hexadecimel and 
the hieh order byte was @. The reason for this is not known 
momche author. 

There Were tPWiomeune AN: T protocols present, the Internet 
meme LCP protocols. There were also UNIX login, terminal, 
mec raiie€r protocols. The login and terminal protocols are 
very similar to those used during a normal login session 
woen a terminal is hardwired into the VAx UNIX. The 
conversation over the Ethernet can be viewed as protocols 
meapped in protocols. The Ethernet protocols are the 
eeeeermost layer, then Internet and TCP, then the UNIX 
Preanocols. 

At tirst glance it appears that there is a lot of excess 
baggage used to merely become a terminal over tne Ethernet. 


However, the implementation used DYte- 23 SSD AUNT. iis 
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sufficiently general s0 that the remote login Coma 
place from the Sun, over the Ethernet to the VAX, and taeg 
over the ARPANET to another node rungding 4.2 Bopeu ie A 
much less complex method could have been implemented, but it 
would not have complied with fARPANET specificatiomgm 
Besides, since there is a large bandwidth available on the 


Fthernet, these extra bytes take up little) spaceme 


Boe INTERNET PROmGGer 
1. Background 
The Internet Protocol (IP) was developed for use in 
packet switcned, interconnected netvorc- The fundamentel 
purpose of IP is to transfer data from one host to another 
over a long haul network and to allow long blocks of datas 
be broken up into smaller pieces (fragmentation) should a 
particular link in the network not be able to Randle “(aap 
sized block of data. The block of data transferred Gy see 
referred to as adatagranm. The IP datagram coasists of two 
elements, a header and the actual date. The scope of this 
protocol is limited; it does not provide for end Goji 
reliability, flow control, sequencing, or other host (tome 
protocols. These later functions are the objects of themnem: 
nizber protocol. ttre 
Figure 2.2 shows the relation of IP t59 the =eoGmen 
ARPANET protocols. The layering indicates that the [© =wouie 
be called upon to provide services for the next higher 
protocol, TC, and to call upon the network inter? aceueaes 
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Services reouired by [°?. Puecte pemote login orocess, the 
TCP segment(header ani possitly data) is the data portion of 
the IP datagram. Meewormommtnen call of an Ethernet device 
driver to transmit the [IP datagram. At the receiving host, 
there must be an IP protocol layer that properly interprets 
mee hneader information for its next nigher layer. 

When auser wants to send data to a remote Station on a 
long haul network, he provides tne application layer with 
the name of the desired destination. Meise tne “joo cf 
layers above IP to map or change that name into a network 
address. IP needs to know the where of the destination 
rather than the “who. IP depends upon lower level modules 
Mmemprovide the route for its datagram to follow across the 
network. 

e. IP Specification 

Figure 4.1 shows the IP header format. A 
mseussion of the fields follows. The version fieli is four 
bits long and shows the version number used for tke 
Mieermatiod contained in this header. Tie Scie enc vers lof 
of IP header is 4. The IHL field, 4 bits, is the length of 


the internet header in 32 bit words and is used to determine 


where the IP data bytes begin in the datagram. The minimun 
Meneut Of the IP header is 5. In the remote login process, 
the IAL is always 5 (26 bytes of header). The type of 


Service tells how the datagram is to be treated during its 


i} igoees) throughout the network (how important is this 
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er me ee 


versfon/iIhl type of service total length 


Identificatton flags / fragment offset 


time to lfve alPencehete)) header checksum 


source address 


dest!{nation address 





optfons padd{ng 


és 


Figure 4,} Internet Header Format 
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datagram). ie renore login MagQieess Uses O11y CY in this 
field which indicates normal delay, Peliaovility, and 
throughput and routine precedence (as opposed to priority, 
immediate, flash, eétc.). The total length field is the 
total byte count of the datagram, header and data. The two 
Pere field allows a length of 65,555 bytes, but this is 
momactical for most hosts and networks. Atileaes ts must ve 
able to receive datagrams of at least 5’VE bytes. 
Fragmentation is not really anissue wnen remotely 
iMoeszeing in over an Ethernet to a host which is attached to 
the same Ethernet. Micmiciz=vneon mime daha tlecid “in tne 
Ethernet packet, up to 1500 bytes, is quite adequate to 
accomodate the protocols and data that are used in the 
remote login/terminal process. Fragmentation does become an 
issue when the remote login packet must cross long haul 
networks. The next three fields deal with fragmentation. 
The observed packets always had the identification bytes set 
to some host determined unique number associated with a 
bemepicular source-destination pair and vorotocol for the time 
the datagram could be alive in the network. That value was 
imcremented by @1 hexadecimal with each packet sent by a 
particular host. The flags field was always @2% hexadecimal 
indicating each packet may be fragmented and that this 
particular packet was the last fragment (which matches with 
the identification field increasing by @1 hexadecimal with 


each packet). The fragment offset indicates where in the 
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original datagram this fragment belones ance was 
observed to always be @¢0 hexadecimal in the remote  Toemm 
process. 

The time to live field indicates the maxinum ‘time ee 
datagram is allowed to remain in the Internet system. Ls 
purpose is to cause undeliverable datagrams to be discarded 
and to bound the naximum datazram ~2itetimes 4S wig 
fragmentation, this field is necessary if the packet must be 
sent over a long haul network. The observed vaiue was 
always @7 hexadecimal. When remotely loging into a host on 
the same Ethernet, this field must contain a valUlew Of eee 
least @1 hexadecimal because the [P specifies that packets 
with this field reading @@ hexadecimal are to be destroy ous 

The protocol field always reais @6 hexadecimal which 
indicates that the next higher protocol used in the date 
POTt ion “Ofthe da taerammesce cre The header checksum is a 
checksum for the IP header only. It provides for hileg 
reliability “in “the “communal cages In the remote loaam 
process since TCP and its data form the data portion of ee 
and this is all covered by the TCP checksum, 9 thos ane 
communication is covered bY a Wenecksua. The offi Giga 
wording of the checksum algorithm is .... the 16 dit one’s 
complement of the one’s complement sum of all i6 bit words 
in the header. For purposes of computing tne checxsum, the 
value of the checksum field is zero. (Ref. 3] See Appendix 


F of this thesis for further elaboration on tie wengeo 
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The source address and destination address fi2lds are 
Praerepes 10to taree classes, class a, 6, orc. The class 
mat Was O0SServed in the remote login process was the class 
c address. The class is mot a function of the remote login 
process; it is the address of the Naval Postrgraduate School 
on the ARPANET. The class c address nas three bytes of 
network address and one byte for the local address. The 
network address of the VAX is cO@ 899 c8 @5 hexadecimal, with 
Mme 0S indicating its local address. The Sun Workstation 
address is cf 9 c8 @1 hexadecimal. Hoewlist Of did. “valid 
hosts to which a particular UNIX implementation can talk can 
be found in the UNIX file /etc/hosts 3; the addresses apvear 


in decimal form, not hexadecimal. 


Meera NOMISSION CONTROL PROTCCOL 
1. Background 

Daemureansmission Control Protcol (TCP) was designed 
to be used @é&5 a highly reliable host to hest protocol 
in packet-switched networks and in interconnected systems of 
Such networks. Mu GOvTdesmmrOn  Pelletble iwniter-process 
communication between pairs of processes in host computers. 
The proroc#o ll makes few aSsSumot.ons Goucernine the 
Mmeetability of the protocols which belong to lower level 
layers. It is designed to operate above a wide spectrum of 
MemworkS be they hardwired, vacket switched, or circuit 


eweatched . 
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Py SU menee «2 Shows the oesition ct TCP? in (eu eee 
networsx layers. TCP would be called upon by higher level 
protocols to provide service for them; and TCP would in Suge 
Call upon —E[nternetwror sence >- Whatever jiata or contre 
bytes come to it from a higher layer would be added (to ee 
TCP header as data and passed to the IP layer. The TCP 
heaier and its data, if any, is called a segment, and it 
forns the data portion of an IP datagram in the remote login 
process. The destination host must also contain a Brotoegm 
That, TeCcoe tay zes and evaluates the information contaiaeagaame 
the TCP segment. 

The TCP performs its services to higher protocol sam 
providing meckanisms that ensure date transfer, relied eae 
flow control, multiplexing, and connections.” [CP ante 
continuous flow of data to/from each host. In general, -aueee 
would block and forward date at its own convenience, odut 
there are certain times when a user must know tnat the data 
that has been sent to the TCP has been tronsa eae Tnois 
user determined transnission of data is celled a susaem 
For instance, in the renote login/terminal process, the user 
forces or pushes the transmission of his UNIX command dy 
the use of the carriage return key. 

TCP can recover from data that is damaged, Sheer 
duplicated, oor delivered out of order. This 1S achieved ty 
assiening a sequence number to e@ach byte Gms data 


transmitted, and requirin2 positive acxnowledgement cf 


a) 


meeepeti1on from tae receiving TC?. times demnowleieed, the 
Peo Goo ransSMlttlad” “arcer a cervain tine interval. 
These sequence numbers also allow the receivine host to 


meaer incoming packets so thet they are provided to the next 


higher layer in the proper order. Damaged pacxets are 
mepaled Sy edding a checksum for the TCP segment; damaged 
Mmeerets are not processed. Eis exp renely  ropust. Le 


Pov iaes recovery from any communications errors, ovorovidineg 
mm@eelCY is itself functioning. 
TCP handles the problem of a fast sender swamping a slow 
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Meceiver, flow control, by use of the window field. The 
window on an incoming segment indicates an allowed number of 
bytes that the receiver may transmit before receiving 
meee r permission. The window governs not how many pacKets 
are sent per unit of time, but how much data can be sent at 
any given time. 

TCP allows for many processes within a single host to te 
communicating with the same remote host simultaneously by 
Mmovicing 4 set cf addresses withir @ach host calléd ports. 
This port adiress, when concatenated with a network and host 
address form what the ARPANET terms a socket. A saier. “Or 
meeeetsS, one in each host, uniquely identifies what is 
mermemea 4a Connection. A connection is the process to process 
Bemvice provided by TCP. PM oseLeniOn Clg ep ROCe SS, Aacn 


Successful login to the remote host would form a separate 


mommection from the user to the remote login port of the 


ot 


ee Since the login process itsel? nandles Many eGo 
many user could log in over the athernet to tne remote Poo 
port. This can be demonstrated dy using the Sun Worksta qa 
to log into the VAX system, then, using that Connections 
remotley log back into the Sun, in turn usidze” (aise 
connection to remotely log into the VAX again, and “Sona 
Since connections must be established between unrelieegeee 
hosts over unreliable networks, a handshake mecnanisn wita a 
clock~based sequence numder intialization 1S used to preveme 
erroneous idltlalizatwon of comes acme 
Za) ECE pect ves aca 
TCP segments (header and data) are sent as part of 
an I? datagram; the TCP header immediately follows the IP 
header. Yigure 4.2 shows the format for the TCP header lee 
explanation of the field cunoveno Fl owen 
The source port and destination port fieleds are used by 
TCP s0 that it may uniquely identify separate streams uae 
oll giclee This address, along with the address fiele@s frome 
IP header form the address of tne data stream that uniquely 
identifies it throughout the network. The port address mio 
the UNIX login port is @Z @1 hexadecimal (513 decimalyjuee 
listing of this port address and all network services poms 
addresses can be found in the UNIX file “/etc/services . 
UNIX evaluates all source vorts of inbound packets to s@euim 
they are bvetween © to 03 ff Wexacgectinam Thus in (ee 


initial login request from the Sun Workstatioa, tne esc imee 


a2 








source port destination port 








sequence number 






acknowledgement number 


data 
reserved 
te 


data . 











padding 


es 


Figure 4,2 TCP Header Format 


port is 23 ff hexadecimal ani the destination port 15 g2eae 
hexadecimal. Should multiple users desire to lof into sia 
VAX from the Sun Workstation, eacn would use 4 destinatiagg 
port address of 62 Jg1 hexadecimal, but Gach would ) use 
Separate source address between @ and 05 ff hexadecimal. 
This would uniquely identify each TCP connection and eegeuee 
each separate login. 

The sequence number field is a d2 vit number that renee 
to the irst data byte in the data portion Of Sige 
Particular TCP ssesnenc. If there is no data present ini 
TCP segment, such as in the case of acknowledigement only 
packets, then the sequence number refers to tne data tyte 
that will nmext be Sent by tiat esoc wore Since every byte of 
data is assigned a sequence numder, the segment sequence 
number is the lowest unused number in the S2 dit sequence 
number space. The acknowledgement number field ina TCP 
segmert is the sequence number of the next expected deta 
byte oz transmission in the reverse direatica Since every 
byte of data has a SeQquerce numoer, each of them can “de 
ac anowledzed: The simplest form of the acgnowledzetent 
procedure is to rake it cumulative SO that an 
acknowledgement number, call it xX, indicates “that 
sequence numbers up to, but not including X, have been 
rece yeas The initial sequence number is chosen basecaeome 
clock based algorithm. This enables TCP to Uetect Gismieae 


packets from a previous instance of (he cenwecu oa It = 
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Maeemoar oe somo ve that 2 pure acxnowledsement osacket does 
Mic oOlldimedata did henm@esdoes not occupy sequence number 
space. 

oes dabewottset field is the number of 52 bit words in 
the TCP header. nae TesSemvyed=11elde 1s reservec for future 
Meee and is filled with 9s. Eactmbitsin tne comtrol field 
meerms the TCP of a particular kind of event; each event 
requires different processing dependine upon in which state 
fee TCP is. More on TCP states will avpear later in this 
mmesis. tieweentrol ew bpltS Indicate toat the urgent cr 
acknowledgement fields are significant, that iate is to bts 
pushed, to reset the connection, synchronize sequence 
numbers, and that no more data iS to be sent over this 
marticular connection. 

The window field is the number of bytes of data that the 
mameer Of the segment is willing to accept from the other 
Pace of the connection. iebec Meo mta Como UN bmenms 176 MOt jer ke 
Meeters availasle in a»particular implementation and aow 
much data is in each of the ouffers at any giver time. ne 
observed values in the remote login were predomirarntly @8& ¢2 
hexadecimal, 2248 decimal. The window is the mehanism vy 
meepenm a fast sender does not swamp a slow recéiver. ie ca 
sender sends data that is more than can de received, thet 
@eomae would be discarded, thus adding to the networks traffic 
by necessitating retransmission. By #xamining the sequence 


mumber a14 window size on an inconing packet, a TCP can 
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determine whether or not the numter of bytes that 10 dace 
send can be resceived at tne otrer end. 

The checksum field uses the same algorithm f Om 
computation as the IP checksum: it covers a psuedo heddeme 
the TCP header, and the data Dortion of the segment. The 
pseudo neader is a l2 byte header which contains the source 
and destination addresses from the IP header, a zero byte, 
the protocol number.@6, which indicates TC?), and thou 
iene th. The length is the length of the TCP header iia 
datas it does not count the 12 vytes of pseudo keader. 
Should the length be an odd number, ther a Zerom byt Cue 
appended as padding in order to form the full 16 bit wegae 
for tas checesum  aleorit im. Figure 4.3 shows tne formatuge 


the pseudo header. 


INTEANET PRELTOCCL SOURG 3 Duos 
INTERNST PROTOCOL DESTINATION RSs 


NUGL PROTOCOL TCP S£GMENT be ctta 


Figure 4.3 Pseudo Header Format 


The urgent pointer field allows the sender to notify the 
receiver that some urgent data follows. The pointer is an 
offset valus from the sequence number of the packet with the 
urgent control bit set; it points to the last byte of upecme 
data. In the remote login process, the options *t1eias ame 


SNe 


meme er ee i-aier ere Utliized orly during the establishment of 
a TCP connection. The option observed snecirled the maximum 
segment size as beirg 1224 bytes. The padding field is used 
Pwemeecpor eE€nstre that the [T@eeheader contains full 32 bit 
words. The padding is the zero byte. 
oe ) TCP States 

A connection moves through a4 progression of states 
during its existence. Figure 4.4 is a finite state model of 
Mmeemercor contection stetes. It should not be considered as a 
Complete stete diagram; it depicts only a few of the events 
that can cause a state change. The TCP may change states 
Beoed On the events OPEN, CLOSE, SEND, FECEIVE, and ABOET 
eege, the control flags that are set in irccmin2 segments. 
Mere listen state represents waiting for a cornection request 


meen, any remote [TCP and port. Syn-sent represents waiting 


“or a matching connection request in response to tke 


mee inal” connection request. The syn-receivei represents 


the waiting for an acknowledgement of the syn which was sent 
M—m~eesponse £0 an incoming syn. fhe established state 
represerts an open connectior over which data can now de 
Semi in e€lther direction. The fin-wait-1l state represents 


Walting for a termination request or the acknowledgement on 
Mumemrecu Was SeNt. Ine fin-waltre2 state represents only the 
Beene for a termination reauest. Tiew Close owall State 
represents Molt) tonsa vermination request from the local 


nser. The closing state represents the waiting for 4 


— oo eee eee ee oe 
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connection termination request acknowledgement for the 
memove TCP. Himes last=ack stete represenis the wait for an 
acknowledgement Date mecinech1on termination request 
Meeviously sent to the remote TCP. Dh eee — divin State 
represents waiting for enough time to pass to make sure 
that the remote TCP has received acknowledgement of its 
connection termination reauest. 

When a particular event-takes place, the [C? response to 
that event depends upon the state of the TCP; tne same event 
@opmecause different (TCP reactions. IWIN Nycciy jolion Vishay wo vmen lea yleycon BL4list 
packets is very complex; the algorithms covering the proper 
responses are found in Reference 3. The states of the TCP 
could be lumped together into three primary states; the 
mime State nas to do with gettiag a connection set up from 
one host/port to another, the second concerns the handling 
of inbound/outbound packets once established, and the third 
mao tO 420 With terminating tne connection. The UNIX command 
more y will show, among other things, the state of each TCP 


monrectior. 


4. Connection Establishment 


ome eee ee ee ee ee ee eee eee ee ee eee ee 


ee ee ee eee eee ee ee ee 


mee two TCP S must synchronize on each other’s initial 
Sequence numbers. Since the initial sequence number from 
Gach socket is unique (they are clock generated, but not 
from a network wide clock), Te Sues NCer onl Zataon is 


necessary so trat the acknowledgement mechanism can function 
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Preperiya. This synehrenization is signaled by Taeua ame 
onto! ne iP toe 9 1¢F reader being S25. The 
Synchronization requires each TCP to send its own uniquely 
determined seauence number and to recelve dcxnowled2ei as 
that it has peen received by the other end of the propoeen 
eonumect lon. An example of the connection establishment is 
SHOWD (1h Peres oe The initial TCP from 3 can cCoOm@aume 
botn the aceenlon leceement and the initial sequence number 
fhus resulting ina total of three packets. This is where 
the exchenge get its name of the three way handshake . 

The demonstration program in this thesis does follow the 
above synchronization of sequence numbers and preduces a 


connection that moves into the established state. It does 


= es syn, my sequence number is X 
oe hs ok ack, your sequence is X 


Syn, my sequence number is 7% 


Cx (Lies 


to 


ack, Your sequence number is Y 


Figure 4.5 TCP Connection Estavlishmen? 


not handle, ina TCP sense, the production of transmission 
packets nor the processing of inbound packets nee 
established state nor for connection (Smee The 
algorithms for all event processing are contained in 


Reference 3. 
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Pees tixX PEOTOCOES 
1. Background 

Pili ormerne = Oroaueco.s discussed thus far have been 
very pereral and can be applied to many networking 
Beepiatvions. Loewe aenmeoee es ©’, fand TCP protocois do not 
pertain directly to the remote login/terminal process oper 
sen They are just as valid for sending mail, transferrirg 
files, etc. as they are for the remote lcgin/terminal. The 
UNIX protocols that will now be discussed are specific to 
the remote login/terminal process. 

Bui UNIX Remote Login Protocol 

A description of the remote login proteccols can oe 
momma in the System Maintenance section of Reference 4. The 
servers for the protocols are FLOGIND(8C) and RSED(EC). 
When the UNIZ receives a request for a remote login over a 
meamwork, it iS RLOGIND that is listenirg eat the rlogin port 
for such requests (listen, in the sense of a TCP state 
aiatran). Uvon receiving a reauest, RLOGIND along with 
meme checks to see if the requester’s source pert is witnin 
meee range 1-1023. They read characters from the socket un 
to the null byte (@@ hexadecimal) and interpret them as 
Mocl! characters. They check to ensure that the requestor’s 
address is one containei in their host’s name data base. 4A 
null terminated user name of at most 16 characters is next 
read and is considered to be the user name for the host 


machines; a second null terminated user name is read and is 
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considered the user name on the reaquestor’s macnine. Next, 
a null terminated conmand t>» the UNIX commande o me 
retrieved. The user name is then checked against the list 
of authorized seus eho. When all the above steps are 
successful, the null byte is returned over tne connection 
the requestor. The connection is now passed on to the 
regular login process for the verification of the passwora. 
The above steps are those described in the UNIE 
Operating system Manuals. Observations of the conversation 
over the Ethernet during the remote login process reveals 
followi a2. A three way handshake, according to TCP, 
etablishes a connection from the Sun Workstation Toe 
remote login port of the V4X system. (A UNIX NETSTAT 
command issued after only the three way handshake packets 
have been transmitted will show that the login port of the 
VAX has a network connection to the foreign address, ~Suree 
The state of the connection will read ‘estadlished .) In 
the next packet, the Sun Workstation then sushes the Saaae 
byte, then a new packet which has the user name sacuea ae 
then the next packet which also has the user name as data, 
then the terminal type/baud rate appears as date to thovaae 
The Vax will then send “Password to the Sun Workstation as 
data to be displayed on the Sun terminal. This 1S tne filmen 
displayable data that is passed to the Sun Workstation. The 


Sun will now be using the protocol discissedepeme 


frorines COnnNec tea to a VAX 11/789 running 4.2 BSD 
Peewee Ne eGiplexemecOaracter at a time connections that 
normally terminate at a communications interface processor. 
When typing at the terminal, each key Stroke is sent 
separately tc the UNIX; it is returned or echoed to the 
terminal so that it can be displayed on the screen. The echo 
is displayed, not the key when struck. It is this echo 
feature that enables the user to type in a vassword without 
maeappedaring on the screen. The operating system knows when 
the user is sending a password, s9 it does not return or 
echo the keystroke to the terminal. when using the remote 
terninal ?eature of the UNIX, the remote terminal is treated 
[Memo ne same manner as described above. The remote terminal 
crocess transmits each keystroke as a single packet: the 
provider of the service replies with a Single packet that 
ecnoes the keystroxe (this echo is then acknowledged in an 
ack only segment). When the VAX system is sending lines cf 
Meme tO be Gisplayed on the remote terminal, it will send at 
most one line of data in @ach pecket with ASCII carriage 
return and line feed characters as the line terminators. 

eos tdaiter Protocols 

PoCuvOdue@amot sheference 4 Contains information on 
the use of trailing protocols. They appeared after the data 
Pees of the TCP when the leneth of IP, TCP, and data was 


less thar the minimum Ethernet data length of 46. For 
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instance, if the remote logizr/terminal 822sn Sie eee 
only 42 bytes long, there was a 6 Lyte trailer added Tome 
packet to make it 4a total Of) 425 sen, Gee ome, No 
investigation into the contents of these protocols was 
COnaviet ed, 
S. Summary of Remote Login/Terminal 

figure 4.6 depicts the protocols that have been 

investigated during the cours] some th yom ne seer There would 


be other layers atove these, but they were neither 


investigated nor programmed in the demonstration program. 
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Figure 4.6 UNIX Remote Logit Protocecz. 
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A. DEMONSTRATION PROGRAM 

iteecruer to test the viability of a remote login to 
the UNIX over an Sthernet from a CPM based process, a 
Cemonstration program was devised that mimicked the remote 
login Poe. ON et veer the Sun Worsstation and the VAX 
UNIX system. The demonstration program used the Sun 
Workstation’ s Ethernet, APPANET, and login port addresses. 
The program did not attempt a full implementation of the 
MeytGe protocols nor of the UNIX remote login/terminal 
protocols. The goal of the program was to: 

Se SSivcpaemcumed ICP econnecet ton cetweenw@ the CPM based 


muoces Sand atime lozin .port.of the Vax UNIX machine 
(three way handshake) and 


De to proceed throuzh the UNIX remote login protocols 
DoMeerolr net oat the  VAk NIE transmitted the 
request Password (requestor has successfully 


passed through the remote login and has been handed 
Set to tae standard™UNIA login process. 


The successful Seconecmsnnen | Of onis could be 
determined through the use of the UNIX command NETSTAT and 
mee EXaMination of the packets that were sent by the VAZ 
System in reply to the demonstration program. Lioness Sun 
Workstation is turned off and then the demonstration program 
is run, executing the command NETSTAT will show that the VAX 
UNIX has a TCP connection established to its login port 


meme the remote host Sunil. Examination of the packets 


SS 


returned to the demonstration program by the VAX UND 3s 7 eee 
shows acknowledgement by the YAX system of all data received 
and the word Password passed as the data portion of suum 
packets. The demonstration program went no further; the 
user’s password was not sent to the VAX, 210 remote terminal 
protocols nor TCP connection termination pratoco Psiiiyvomms 
attempted. Since full protocols were not programmed, the 
program assumes that a normal, trouble free remote 
login/terninal sequence vwiliecccurce Thus there can 00 Ue 
any other ovoackets on the Ethernet not concerned wie 
remote Lozin preecesse 

Numerous observations of the remote login were obtained 
by the program LISTEN. The three way handshake was observed 
as descrited in the previous chapter. The demonstration 
program sent out a request for a coOnnection to the Vax ie 
login port, waited for the return syn,ack from the VAX, 
then sent an acknowledgement of that packet. When forming 
this acknowledgement packet, the demonstration program, 
DEMO, only ovrocessed the inbound pacxet for its sega 
number. 

Figure 5.1 illustrates the observed sequence Pore. 
UNIX remote 10210 protocol DEMO sent out 2ts  paleeue 
assumirg this would be the sequence of events; it pusnedueee 
four packets, waited for the ack and then null [Tyte frome 
YAZ, and then processed the Vax packet for its seqwenme 


number with which it could form an acknowledgement packet. 


Se 


— << ee eee ——— ——o— ome ——— i se ome 


The demonstration program was successful in neetings 


its goals. A TCP connection was estatlished and the UNIX 


Sin 5-0. Gti pa. 


null byte 
user name 
user name 


sun/9ES2 

ack 

null byte 
acy 

Password 
Pipe reesoed UNIX Remote Login Sequence 


remote login protocols were successfully negotiated and the 
request passed onto the normal login process of the V4X 
UNIZ; the requestor was asxed for his password. 
o. Significant Program Development Anomalies 

During the development of both the demonstration 
prozram and the LISTEN program, several important anomalies 
developed, one concerned the network protocols, another the 
the NIS@1¢ board, and lastly the asynchronous interrupts 
merle C°M is executing i/o. 

Met DANO 75 being used, it initiates a TCP connection 
with rae VAX UNIX system in aecorcance with the 
eeecifications. However, 1% does not terminate the 
Bere otion according to the TCP orotocol. When DEMO is 
meeeeered, tie connection is one sided; the VAX still thinxs 
meet it has a connection to the Sun. the Scoune'c tion 


eventually times out when the VAX fails to receive any more 


on 


packets On that connec vig The next time the 5uy atta 
@ remote login, the VAK system replies to tie ui aitiee 
reauest not with an ack.syn packet but with a broadcast 
packet. The protocol for this was not investizated pus 
cursory examination revealed that the intent of the packet 
appeared to be an update to VAX UNIX system address tables 
that were altered when the previous connection from the same 
source terminated adnormally. For further program 
development, this can be avoited by merely logging back into 
the VAX from the Sun before attempting the next runm@inee 
DEMO: 

Wnen running either LISTEN or DEMO, the program cana 
to normal termination or be terminated early i? hung up or 
the desired number of packets has not been §recei ede On 
the AEGIS multiuser system, this can de accomplished jaa 
either resetting the MULTIBUS cluster or resetting one 
EGyA2 SSeC ainmuser If either program has been terminated 
early by resetting the 86/12 SEC, then the next time Sit oem 
one is run an extra byte of data is transferred {cree 
board into the extended TPA. When the receive data block is 
overlaid on this portion of memory, it is off by this em. 
byte, thus causing thé program to improperly determinowe 
Size of the received packet. This can be avoided by always 
resetting the MULTIBUS cluster before running the proegnage 
This has the same effect as turning off the power Toe 


board and then turnings lt. 9bac «seme This power down 


be 


aperation will wipe out all buffers and registers on the 
NIS21@ board. Both LISTEN and DEMO will issue a warning 
message when there is a Size error and then terminate. 
P1/1I-&6 input/output routines are not re-entrant. 
Therefore, when doing any i/o, it is necessary to do so in 
the NI381@ board interrupt handler or make calls through 
this handler. SMccThemmers Step Ot the board interrupt 
handler is to disable the board interrupts, all code vill 
meeecute to completion without interruption; therefore, no 
1/0 routines will be interrupted. ee they were, 


Mmypredictable results on the terminal will occur. 


Yi. GONG LUS ENS 


er Ow eee = oe Se ee eee ce ee 


The goals of the thesis were met by the demonstration 
program's showing the viability of a microcomputer ~Gacem 
process logging into a VAX UNIX system over the Etheriem 
The basic information on the protocols used is available; 
they can be implemented on a 16 bit microprocessor; PL lee 
sufficiently flexible to allow tne linkire of the dassenmaae 
lanzuag2 routines necessary to write the device driver ee 
the NISd1¢ board and to perform S2 bit arithmetic dad faa 
Cec es ums. 

Now that the fundamental conceots have been recorded, it 
is recessary to implement, ina modular, layered approach 
the fal remote login/terminzal capabilities. Cnce 
accemplisked, it would be possible to use the program ge 
communication over the ARPANET. By logsing 1:to the eee 
ENIX -<sys ten. “bts tu networking capabilities cane 


ig ras Le les vn ae 
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PROGRAMMING NOTES 

Where dre severdl features of PL/I-86 and LEINK-@€6 that 
meemrmportant to understand so that the programs and linxing 
musructions for tnem can be understood. 

Mae linking command for both LISTEN and DEMO are aquite 
mamerary; the only meal ditterences are tne assembly language 
modules that are linked into each. The main point to 
understand abcut them is the parameter listing for the PL/I- 
S6 program. The linking commands used were: ‘link&6 
listenfi]” and “link86 demo[i]” where the [i] option was 
an input file for the linker. The input file was: 


demo [data fabds[822] ,m[@],ad[82],napf[all]], 
@esum, adddsZ2bit,xternasy 


The first parameter for DEMO says to load the data segment 
register of the 8@86 microprocessor with 8@@ hexadecimal. 
Pitre forces the data segment of S4K bytes to run from the 
bas@ address of 88092 hexadecimal to 17fff (remember that 
goearess registers are left shifted by four bits tefore the 
mereoet is addet) . Thus one half the data segment is on 
86/12 SBC onboard memory and the other half of the data 
segment is located in the extended TPA. The reason for this 
straddle of onboard/extended memory is that the onboard 
memory is strapped so that it 1s unaccessible from MULTIEUS. 
pemee the Nisti¢ needs to transfer packets to/from host 


fal 


memory, it must do $0 to the dortion of the dataueseo2 tom 
which 18 i8 the extended nemewee 

The “m({@]° data parameter tells the linker to allocates 
no additional memory for the data section of the (commen 
file. This prevents the overwriting of command file data 
the transfer of packets into the extended [TPA whitch 
witnin the data segment address space. 

The ad[{82] £4data parameter gives the total number of 
additional paragraphs to allocate to the data segment of the 
comnani file. This enables the user to run either LiS tise 
DEMO within the local memorysof (senor o> eee 

The combination of the linker’s loading of the data 
segment register with 822 hexadecimal, the PL/I-86 unspec 
built in function, and the PL/I-e6 pointer based structurmeee 
allows the programmer to locate a template in the extended 
TPA for the transmit data blocks and receive ddata Sp eeaee 
for the NI3¢@19 DMA operations. For instance, in the Lisa 
program, the linker has loaded the data Segment register 
with &90 hexadecimal, and the receive data block 15 S2aScaam 
a pointer whose value is forced to be 8008 hexadecimal by 
the PL/I-86 statement ‘“unsvec‘x) = °80990°b4; Thus the 
address of the receive data block is the Sum of 9) goer 
hexadecimal and the 892 hexadecimal (left shifted); this 
yields an address of 100¢90 hexadecimal, which 15 (he waagaae 


byte of the extended irs. 


(Ge 


An important point ee, remember in Ret wot 
/mierermeitations is that only binary information 1S received 
Or transmitted. The interpretation of each byte of binary 
0°s5 and 1’s is up to the implementation. A byte could  bde 
Somomadered tO be a ~ckar@écter, an integer, or control 
mer ormation. Or this reason, all declarations of 
Beeeme vures wkich) are used as overlays for the networking 
packets are declared as dbit(8) in PL/I-86. The 
interpretation of these as characters or control 1s no real 
moeoblen. Fowever, when a particular byte, or more normally 
a group of two bytes, are to be considered as integers, then 


it was necessary to overlay the bit String with a based 


Variable whos] type was declared as fixed , fixed bin(7)', 


8 


or fixed bin(15) in PL/-26. This is because run time 
conversions of bit to fixed values caused unexpected 
results. 


Another important point is the manner in which PL/I-&6 
stores integers and hexadecimal values. A two byte integer 
meme stored with the least significant byte preceding the 
most significant byte in memory. Thus overlaying a fixed 
or fixed bin(15) over the length bytes of the NIZQ1@ 
Mmecetve frame is acceptable because the protocol says that 
Moeese least significant byte is first in memory followed by 
the most significant byte, just as in PL/I-36. This will 
MoeeewOork fOr the length bytes as they are stored for the 
Maeerpnet Protocol. There the two byte integer value is 


Ti 


transferred into/out of memory with the most “signi. peau 
byte first fcllowede DYm@ethemeleace signifi came byte. 
Therefore a two byte PL/I-&86 variatle cannot be overlayed on 
the IP length bytes. Similarly, the hexradecimal value 12 34 
is stored in memory as é4 12; This is important "wae 
storing 16 bit hexadecimal values in bit(16) variables such 


as the TCP source and destination port addresses. 
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ee 


NIZG@12 DEVICE DRIVE? ASSEMBLY LANGUAGE MCDULES 
date:22 November 1984 
author: David J Brewer 


These 3986 Assembly language modules were developed ody 
Frewer for his thesis. {Ref. 5] They are linxed into any 
meorram that needs to utilize an Interlan NIS@1@ Ethernet 
@ortroller Hoard. They read/write to the various ports of 
ook ei itlalimze WEhe interrupt 5S for the CPU, and 
enable/disable the CPU interrupts. 


’ XTERNASTY 


eauro hl interrupt handler : far 


Peolic write io port 

mieric read io port 

Biplic write bar 

Meemic initialize cpu_interrupts 
Mepeic enable cou_interrupts 
BPoolic disable cpu _ interrupts 


$Me ARIE AE ALAS EAR AS AR AEE EAS AE SE TE TS AR HS ETS IE AK IE HE EAE RE AS HE ES HE SSS HS TRIE BE EAE AS IIS HE A AE IK ORK NE OR OE 
. e 
meeiwe 10 port: 
= == 


merarameter lassing Specification: 


’ entry exit 

> parameter 1 <“pomueade ress> <unchanged> 
’ 

; parameter 2 <value to be outputted> <unchanged> 
] 


dseg 
port _address ie |e nt 


cseg 


es 


lS Hee ore Poel Si! push dale 
wow Sl, Lee] 
mov al, [si] 


MOV pORGecG dre aera 

Mov Siege ibe 

mov al janis: | 

mov dls per, acamess 

mov dh, @@nh 

Out Pa ert 

pop ax! pop dx! pop simi poner 
ielehe 


Fead To mport. 


Paramet®r Passing Specitieatvon 


j 

; 

; entry Sei 

’ 

> parameter 1 <port address> <unchanged> 

; parameter 2 <meaningless> <register value> 


eses 

push bz! push si! push dx epusnasex 
move esas) lor 

keh er 2 a 

MOV. ber Gr ddires > aed 

Mov) ESaeeee Tbe 

mov “di.  portmeaddress 

mov dh, @@h 

30) aij.) -dx 

mov Visiilerat 

DOD ax! pop dz! pop si poomom: 


ret 


Wo teeod) . 
Parameter Passing Specification 


parameter i s:the address of the data block to be 
transmitted or réceiveda 


e 
’ 
@ 
b 
> 
’ 
e 
’ 


dseg 


(ES 


Eco Or t equ gbdo9h 


h bar port equ @bdah 
lo teaneport equ ddbdn 
temp _e byte els a 
Gem pases rw i 
eseg 


This module computes a 24 bit address froma 32z bit 
address —- actually it s a combination of the ES register 
and the IP passed via a parameter list. 


we we we 


Dish Okemo aks DUSH cy! Puen es! push ix! push si 


Moy ~<a veCeh « ; common memory seaenert 
mov es, dx 
mov temp es, &5 
mov dx, es | 
mov (sa, (bx) 
Mov nex. Usa 
MOV SC. ie 
Siac, oC l 
icv vem pee cy Le, dl 
Oy Olean eS 
move Viele <4 
Sahl anc en oC I 
aad ee x 
JC -newadd 

ead 1: inc temp_e byte 

mer add ; Out Mimvareoort, al 
mov al, ah 
out h bar _ port, al 
Ov eae wetemp.e byte 
(HUmeomoanweport, al 
DOpmeremeDOpeex! SOD <5! pop cx! yop ax! DoD ox 
Ree 


Menta lize cpu_interruopts: 


* Module Interface Specification: 
; Caller: Cimeweest (> ly lL) rreocecure 


; Parameters: NONE 


7? 


iniltmodule cse2 canmon 


12t oom ses ca 
Lat S Seeiien yan! 


cseg 

jE fal oles 

push ax 

mov bx, offset interrupoehandiey 
MOY ed Xie 

push ds 

mov ds, ax 

mov dS 24am Om tise Reece 

Nev Soe cS 

mov dS:18.> Seo m ean aos 


pop ds 
pop ax 
Dope Ox 
sti 
re: 


enable cpu interrupts: 


; Module [alert aee Spec ical oa 


; Caller: Sthertest( PL/I) Procedure 
} Parameters: NONS 

Sal 

ret 


disable. cou la temru ots: 


; Module Interface Specification, 


; Caller: Ethertest{(PL/I) Procedure 
} Parameters: none 

Syllgal 

rest 


Ge 


maverrupt haiadler: 


> IP, CS, and flags are already on stack 
» save all other registers 


push ax 
push bx 
push cx 
push dx 
push si 
push di 
push bp 
push ds 
push es 


call hl_interrupt_handler 
jeoren sevels source routine 
; In Ethertest Module (PL/I) 


» restore registers 


pop es 
pop ds 
pop bp 
DOD. Gt 
pop si 
po on dx 
DOD Cx 
pop bx 
pop ax 
sti 
iret 


end 


ao 


APPENDIX C 


EISTINGS OF LISTEN TEE CGe 


listen: procedure options m@maur. 


date: 29 november 1984 
Joon Donald Reekea 


This program will capture all packets that are One 
Ethernet. Tt does this by initializing the VNIS¢@12 boaraieae 
the promiscuous mode. The packets are placed one aft2nruiteee 
other in memory starting at 8009 hex, tne first tyte ore 
extnded tpe. The contents of the pacxets are OuUtLDU Tt cueeee 
file PACKET .DAT but Rote tc the werner The user s2ie@we 
either hexadecimal or binary output and also the number of 
packets the program will receive befcre teéermindat 1 Gmeeeee 
anomally exits in the NI3@19 board. Always hard reset the 
MULTIBUS backplane before using this program. When the 
anonally is present, an extra byte, @¢@ hex, precedes the 
first packet dma’ed from the board. This causes the receive 
block overlay to be off by this one byte; therefore, thes 
Size of the first packet is not properly determined by the 
program. 


oe 8 @® @® @# @® ee @® ® @ @® @ @® @ #@# © ® ee @# @ @® @® @ @ @ @ @ @ @ @© @® * @ @ @ @ @ @® @ @ © @® ® ® © ® © ®@® @ © ® @ @ @® 8 8 


declare 


1 receive data_block basei(rec_ dlx 


-« 
~~” 


De 
evtramecsiatus bites 
2 null byte isbbige USL) og 
2 frame _length_1lsbd bolt Fe, 
2 frame length _msb Dit aise 
2 destination address a Bbiteicom 
2 destination address b dit (8) , 
2 destination address cc aiitGsga 
2 destination address d bit (8) , 
2 destination address e bit (8) , 
2 destination address f bit iiesme 
2 source address a bit Cay 
2 source address b epi S| 
2 source address c elie te) 
2 source adiress i bit eae 


=o 


/* 


/* 


2esource addsess ec ys 
Zecoupoe address £ bit (ce 
Cuty pout ield a be eS 
2 type field > patie iS 
2 data (1522) bit(8) 
2meRC ams D bit (a 
Brepesupper middle byte bit (a 
PecGCmlowonamuadie byte bit {2 
Zeer e 1s beaten 

Sl Zeepure mOlnter, 
Seu edmban ls) y based (size ptr) 
Gpec talk 


fill xtpa(i52¢@) char based 


output type char(1), 
user desires fixed, 

Daecrwet file, 
eC Dec DOan e 7 
Mmponmetmedteretsmrixed = stetic init(3), 
Gcpymliemneciscter bitiS), 


1 


Pivedeeny ny (15) 


reg value bit (8) 
porder (82) char 


Nene ee ee 


7 
WY 
- 


= ~~ = ~~ 


~ ~ s-——UC CUD 


) 


(1) Stetic initial ((a9)"-*)., 


Modules external to this module */ 


(Vio mromeon heemtiy (bit) 2) ,bit (3 
Peadeoepont entny (bit (8) ,bit (a 
Dieta zeacDU interrupts entry, 
State (even be rmup ts Sutry, 
Sioah ee copier terrup ss entry, 
write bar entry (pointer); 
end module listing */ 
*Zreplace 
next page Di ls 
clearscreen Dyee 2 


/* codes specific to the Intel 8259a 


Prockammabvbe Interrupt Controller 


®* note that 7/ 


icw2,icw4, */ 


‘ and ocw x / 


use same */ 
RPenpteadar 7/ 


icwl port _address 
Pewee DOrt address 
icw4 port_address 
CCW DOL edidress 


ej ik 


/*® note: icw ==> Fait tta eee 


COntiro. 
word 
ocw ==> operational 
command 
word ee 
cwl by °135 Dae 


/* single PIC coanfizuratiog, eae 
triggered input = 


Cw2 by °42°b4, 
/* most significant bits of Voc tome 

byte: for a2 interrugoeor 

the effective address will bde 

(iewe + interrupt #) ™ 4° Wome 

will be (40 hex + 5) * 4 = 

114 hex 7! 

icw4 by “Sf vas 
/* automatic end of imterruod 

and buffered mode/master oy, 
Oocwl by “Of bax 


/* unmask interrupt S !oit =o) eae 
mask all others ae / 


/* end &259a codes */ 


/*® include constarts specific Gorse tou 
board a 


¥include “listen.dcl ; /* see APEaaiC eee 


ec 


/* 


yf 
gall 


y= 


econ 
Gell 
Call 
call 
call 


[* 


Me 


ale We Se ate ate nthe te We de she Se wie ve ale ale ate de Veo ale ale ale sto ale ule ate ale ale ale ate ale ste ate ale doe Ue ale slo eats als ate 
AS OS 8S Ok 2g tg OS aye 28 aye AS 28 8S AR AS ALS RRS FA ayn ayn Ope OS FR Ore Og 8 Oh HRT AS AS HS AS OS Oe IS 


Jt 
de 

5) 
{ 

> 
LY 
%¢ 
ae 
q 
ie 


/* Main Body */ 


Pca lemme en lool geeoonnemsO that 1f does not interrupt 
this new initialization 


write io port(interrupt_enatle register, 
disable ni3@19 interrupts); 


mobetiic lize entowe, FriC, and CPU interruyts 


read io port (command status register,reg value); 
perform _command(go offline); 
perform_commarnd(reset); 

Pie leew pt Cy 

metralize cpu interrupts; 


set the receive block base address at 3000 hex, 
Wee ibtse memory location in the extended tna; 
fill the extended tpa with “* 


unspec(rec_blk ptr) = “899@°b4; 


ao i 


end; 


[* 


xe / 
put 
put 
Dil t 
pu t 
put 
eet 
put 
open 


pela O LOCC e, 
Gil) xt paiteinmemeet” ; 


user interface 


list (clearscreen); 

Skin; 

Peet uborier (1))do i = 1 to 8f)) (a) 
Bieoolist( aNTSr 2 FOR BEX PEINTOUT: EN 
Skids 

list(output type); 

skip; 


§ 
TEE 2 FOF BINAEY’)3 


file (packet) stream output; 


put skip list(’How many packets do you wish to receive’); 
put skip; 
get list(user desires); 


ES 


vA we 
** 


oe 
"> 


put nid¢@1l?@ online and prepare (0 Teecetves eee 


call perform_ccmmand(go online); 

call perform _command(set promiscucismgedern 

copy_ie_ register = receive block advair. 

call write _io_ port (interrupt_enable_ register, 
receive _blocx_available); 


/* 
Wait. Until use; specified number of have bveen packets 
received 
a7, 
do while (number_of packets < user_desires ); 
end; 
/* 


> reset the ni3019 to clear buffer; ciose file 
call perform_command (reset); 
onvea iene Sr 
put edit ((border (1) domi. = 1 ta ce pie. 
put skip (2); 
close file(packet); 


/* end main body == 


/ BE PEBE RE RETR REE TE NE OS HS AERC BH A EA BK RC BE BK eR HE A BS OE BI BR OK KK OR SS hs 2 Be Oa ae aia a 
This module initailizes the programnable interrust 
controller on the 86/12 SBC 

MEAS AAS HS MEAS HE AS BS AEE AS TS AS TNS RR I SIS SH TSS SIS STS OS OS BE AS IK OE OK TK KE 26 AE AE AS AE TS AS AE RS AAS AS SAE OE ME He OK ES 7, 


iit ab ieyee pie: Proceaire. 
slesie lchieis 


write io port entry (bit (2) (paces 

call write io port (iewl port addpesiyic. 
call write io port (icw2_port_address,icw2' 
call write_io_port (icw4 port_address,icw4); 
call write io port (ocw_port_address, ocwl) 3 


=s@e #@¢e 


end init@avize pie; 
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whe alente ate 5s ale ale ale ale 3: mie we = Py ce ale = mh teste 


Wiel eS re sends to 


in the parameter list. 


has been successfully 


Sone ce eis mae mis ks pes a. a fe wt ate abe ale als ale ale ales ae ale ale de atoals ale alo slsale slow 
Dots ish ny poh bd peta fa tat a tad AS a 28 CPS Cg Yd Sf fo) a ds hp SC ICH EE) th CI hath 


Ppeomerloogls board tne command received 
ie then wervs GFomsee af tne command 
Carere® cut oY the ooard. 


af a ade ade ate ale ale ale ale ale ale wed 
BSE ARE SEO AE OE OR KK AS ASAE AS AS AEE HE AS RS ES ERS EE AT AS ASS > BP HK IS SI SSR NS AS SR SAE SE 


perform command: 


declare 


we ale ale ale al Rae ee he eid sale ale a awe We we me whe ake whe ole we ale ate ale ale we ale ale ale Je Wo 


procedure (commard); 


command bit (8) , 


reg value bit 
Seb Geer. 
Wen Le Ope ht 
Redd Ome Ort 


Qi SE) ahs 


(Soar 


entry — eo. to ) 
enure (ot (8), bit (3) 


call write_io_port (command _ register ,command); 


do white ((srfs 


“G1 °b4) = "88°b4); 


call read _io_port (interrupt status _ reg, 


srf); 


end; /* do while */ 


Galt read 10 port 


(command status register, 


reg _value); 


if (reg value > 
do; 


°@1°b4) then 


P-NOvMUOUC CESS Ore SUGCESS wien Retries) */ 


put skip edit (°*** ETEFRNET Board Failure ***”) 
eqms5 4); 


Stop; 
end; 


end perferm_ command; 


ks ewdeale an 


media ears mid aeale ole ate ale ale wo s'awe ale ale ata ale ale a <o = nea bh of whe ate Je pase Ces whe ale 
“+ 4° SAS a8 AR Pee CA ek ee ATI tag ld pC pO a pea 2K 38 BRS ews = “". BA HK 3S 38 38 Sats ayy Sy ee 


mR SS Ba FS AS ATA HE KAS BR AE AS AE XE 
This module is called = the assembly languaze interrupt 
rewtane. It handles three NISJILS interrupts: teen re cee 
block availatle, receive dma done, and the transnit dma done 
Lumerru pts It also checks for the %Y1S7i Fee ona aaa 
prints out an error message and terminates tne program 
Should the anomaly exist. The receive Dlock 1s 
repositioned in memory after each packet has been dma’ed to 
memory. 


ASAE ALAS REBELS AS AS AS AS IS ALAS AC TSS AS AS AR AS AS AK AS TS AS AS OE EAS Ae AS AS EATS He Be HES Ae AE EAS Se At Ss ee are oes 2S ee Ae aye ae 


HE invernu ptcmand lore procedure external; 


declare 


write _to_port entry (bit (S00) cucu 
) 


read 10. S0rt entry sae ,Ol tie 
enable cpu_interrupts entry, 
diseo le .¢p 21 ote mines Cmur i 


write bar entry (pointer); 


/* 
don’t let anything interrupt 
ae 
Call @isatile vc pu tmar Su ees. 
call write io_port(interrupt_enabdle register, 
disable ni3@1@ interrupts); 


if (copy_ie register = receive block availaodle) then 
do; 


call write_bar (addri(receive datayolocae: 

call write io port high byt® count ree, Jo Gee 

call write io portilow_byte_count_rez, 9a b4}; 
/* initiate receiva Dine, 


copy_lie_ register = recéive dma done; 
call write io port(interrust enaotemroct eae 
receive dma done); 


end}; /* if peceive block avaitauleu. 
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else 


| Seon mene etseore—=-oceive dma dore) then 
dios, 
Mine aot  oremers—mimoer Of DacKkels = 13 
size _ptr= 


addr(receive data block.frame_length 1lsb); 

JVoeneckumeoneniSd1? anomally and, ie 
Dreseutwmeet Number of packets™so that 
We Oreo me Garouea to the» end of tne 


DEOscrame « 
if (size > 1522 | size < 64) then 
do; 
peeesisipelist( SIZe ER20R~)3 
number of packets = user desires; 
end; 
else 


call print_packet; 
/* velow repositions the receive data 
block overlay */ 
rec_ blk ptr = 

addr(receive data_block.data(size - 4)); 

If (number _of_packets >= user_desires) then 
call write io_port(interrupt enable register, 

disable ni3d1@ interrupts); 


else 
do; 
Ory momen oe Ge Reco mveNOlOoCch available; 
call write_io_pertiinterrupt_enable resister, 
receive bdlock_available); 
end; 


end; /* if receive dma done */ 


alee 
if (copy_ie register = transmit_dma_ dons) 
ae els 
CORY sIe reeister — receive block available; 
call write_io_port‘interrupt_enable register, 
receive block available); 


end; ae errae smi tadmasdene —~/ 
eaoeobh interrupt handler; 


=a 


[oe BR HS HS FR AS AS HS ASS ALAS AS RE AE AS AE AS HE AE AE AES EE AS AS AT AS BS AS EOS HS HS AE AE OS ASSIS AS AS ORS SS AS AS HS FE Os AS BR ATR OK 
This module is salled from ie = interrupt §sougae es 
prints each packet received into the {il oes [te 
OUtTDUL 1s “el ther hexadecinal or binary, as selected iim 


the user 


al 4 ty ' B. oe &l t ul t te al ty ' ' ¢ te ale = al . 
EAE SAE NENT AE ete ¥e HEE HS aS TS TS SIS AS TE AS AE TS AE IK BS AS BS MS NS OIE SS SHE RE IS STS YE OS BS OE OS ATRIA BEAK ARSE A AS ALIS FE AEA OE Oe AR Oe / 


Print pacwe:- procedure; 


/* 
print out destinatlon,source ,mrame statisyen name 
length, and frane type. 


if (receive data block.destination_address f = “27 “b4) 
then put file( packet) smipe wuss 
i sare oli) We tery eeSalsiNl © 
else if (receive _data_block.destination meld c ecm a 
Siete. | 
then put file(pvacket) skip list 
aay £P Om SUN com len: 
else put file(packet) skip list(“EHO4DCAST PACKET’); 


put file(pacxet) skip; 
put file(packet) edit( “frame status = 
receive data block.frame status) ‘skicg,a. me): 
put file(packet) skip list 
(“frame length = “,size); 
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¢ 


put file(packet) edit( “type field a = : 
receive _data_dlock.type_field 4) (Skipva bean 

put file(packet) edi t( tyocetielc sn rr 
receive data block.type_ field b)(skin,a,b{5)); 


O) 


/* 
this section prints out the LP and TCP headews 
in either hex or binary 
aay 
put file(packet) edit( the @eta iss ieee: 
put file(racket) skip; 
d6 i> S= Seaton, 
Dut tile packet ecmac. 


/* is user selected hexadecimal outout */ 
if (output type =) 9 nen 
put filelvacket) edit, datas ee 
receive data block-data(i), data “,(i = 27) 
receive data block datali = 2258 
(a, f(4),a,04(2),¢01(30),4,f( 4) fae eee 


88 


else 


DUM eeetacmet) efa7y, data “,i, =, 
Pecciwemeatausemock-data(i), data’ ,{i + 22),° 
receive data pblock.data({i + 293)) 

ee eee cot Goa, f(4),a,c.&)) 


ends 
put file(packet) skip; 


/* 
Depeyowouvmarera POrtior@er TCP in either nex 
one la aaleey: 

a 

me = 4h to (size — 18); 
put file(packet) skip; 


/* if user has selected hexadecimal output */ 

if (output_type = “1°) then 
put file(packet) sander oh =e 
receive data block.data(i))(a,f(4),a,b4(2)); 
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SUSE 7 a 7 7 
Witerewmecketjmedit, data ,i1, =, 
receive data block.data(i))(a,f(4),a,0/8)); 
end; 


put file(packet) skip list ‘next _paze); 


end; (PGi tepackse, = / 


end; /* procedure listen */ 


ag 


LISTING OF DEMONSTRATION cc 


demo: procedure options ‘main): 


date: 26 November 1984 
author: John Donald Reexke 


This program demonstrates that a CPM-86 process Tunni wee 
the AEGIS multiuser system can remotely login OvVeniien 
Ethernet to the VAX 11/789 running 4.2 2SD UNIX ieee 
designed to mimic the remote login of the Sun Worstc tog 
the V4X and therefore uses the Sun’s Ethernet address, 
source address, and source port. Th® program is indtendeqaae 
only 20 das far in the venocwe login process as is Necese ama 
for the VAX to send the data Password to this ovrocess. 
Inbound packets from the VAX are processed only for their 
sequence number and whether or not they contain data. 

It initializes the nid#1@ board and then asks the user how 
many packets to capture before termination of the Dream 
Since this program captures all packets on the Etherreue 
including its own transmissions, a Mmitimum of 22 "pace 
should be selected. Next the user is prompted fOr Sirus 
€estination set The reno ten oe in Sll pacxets rereived jae 
placed consecutively in memory; no contents are displayed to 
the terminal. It is necessary to look in memory wi Ui 
debugging tool such as DODT-86 to examine the =saccetce 

Before executing this program, ensure that tre VAK and ¢he 


Sun have logged in to each other to preclude oroad Caisaz 
packets, as discussed in the body of the thesis, from pei 
utilized l10sthe Is2eto™= procedure. Also, the Sun mus tue 


turned off so that it does not put any peckets One 
Ethernet. 


PLUEPPEEPE LE LPP eEUTTE Peep eae yey ep py eee 


Cr er er } 


declare 


/* The source address is included in the transmit 
data block because the nis@19 15 more Srric seme 
with the automatic insertion ior eee SOURGE 
suppressed by the clear insert source address 
conmand 274 

il transmit_data block based (trans blk ptr), 

2 destination taddreccea Diese 

2 destination adiress b bit ee 

2 destination address c bit fear 


9¢ 


dicestinattoOnmuadaressea bit 
destimetlodmaesressebD Eit 
Gest datlonmmaueresSac dit 
HeosemctOnmasaress sa bit 
Meo uiteaveonwadaress (6 bit 
destination address f bit 


2 destitation adiress da Dee) 
2 descamation address «¢ 1 Bee 
2 destination aidress fr iete gece 
PUcoMmpcemacdresseau 51t (&), 

2 source_address _b Ee 6), 

2 source address c »bit:8), 

2 source address 4 bat Si) 

2 source address e Pt. See 

2 source address f bit 2), 

2 type _field_a (ay th ey) A 

2 type field > oie) 

2 data (120) bac 8 ) 

1 receive data_block based(rec_blk ptr), 
frame status Dake ea 
null byte eal 1 , 
frame length lst eps cet 
frame length 1sb lo eta 

( 
f 


~~» oe = i= ~ = 


Source address a bit : 
SOuroeeaqaaress 0 bist ; 
source address _ G John Ie : 
source _address _d eG , 
source _address 2 ey 1 Wp , 
source _address ae Dine : 
type fielda ant 
Tyee eid. © lee 
data (1508) [spat 1 


Greums lente 
Gresupper middie byte dit 
CRemeOWwevoMbadne oy te Dit 
SEC wes 0 dit 


MONMM NNMMNNNMN NNN WMNDND WD PD ND 
EO LO RO NO 
MoODNOWOA OD MOA MDMA DODO OOMOOoOOWoOWvoOY”y 
Ne ees ees es 


a =» = = = = = 


/* how many packets does user want to receive * 
ecm tccwnes 1 Pxed, 


peeciezeyor tne Stnernet Packet |+/ 


Suzenepun pointer, 
Sever eed) binil5) based (size ptr), 


/* pointers to position overlays in memory */ 
Mecanc blk ptir,rec DlzZ ptr) pointer, 


/* number of pacxets received by this program */ 
number of packets fixed static init(@), 


copy_ie register bit(&), 
iMmeiwed bin. (15). 
reg value bit (8) , 
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/%* Modules external to this Modus 


EUS S Blot entry (bitis}), cit(s)jbrt eeee 

cksum entry (bit(e),fixed onin(7) on Gere 
write io port entry (bit 2) \eaeeeeosee 
read io port entry (bit (8) ,dit (8) ), 
initialize cpu interriueys Cnty 

Cneable cpu interrup ss ent rye 

disable Le pues nen Te entry, 


write dar entry (pointer) 


/* end external module listing ¥*/ 


replace 


/* codes for trog@rammablé PIG on S67 g2eo ee 
note that icw2,icw4, and Ocw are tne saqcueeae 


icwl_port_address by eg pes 
icw2 port_address bas Cece 
icw4 pert address Oy 6ceD 
ocw port_address by “ce b4, 


/* note: Lew ==> init ialigacvle: 
Cont ro. 
word 


oCw ==> operational 


command 
word aay 
icwl Gey momen 
J* single PIC confieura tion so aeae 
Urigzered inoue 7 
icw2 by “43°04, 


/* most sienificant oits of Vectcmea 
byte; for an interrupts s. 
the effective adiress will be 


(iew2 + interrupt #) * 4 which 
will be 4¢ nex aes oo 

114 hex a 

icw4 by @f o4e 
/* automatic end of interrupt 

and buffered mode/naster Be! 
Viorel vy “Sf°bd4, 


oz 


Pe Unmeeee MecCerrTupt S (bat 5) and 
mas¥ all others te 


/* end 2259a codes oy 


true Dyas OS 
false by “2°b, 
vax by “7f"bd4, 
clearscreen Bie Zoos 


ye inelude constants svecific to the NIS91¢a 
board and IP/TCP declarations a 


Peemciude yt.dci } 


ale ate ale Se wants wie ste Sao whe ate Se ate ale ate ate We ale ate ale we shee Yo ale ate ie ate ale als 23 'e ale ale ala al! pa ot es! 
5 es 


ante ale ate de wie ale we she mie Blalalorcle cls ale alolata 
a," > “o “ne? tied “> *, *,> bod Ted > “1% > .* bd Wad *,* Cina an Deed ae 7a Cae 1%? i* Sl find * es_ Ler id “> Pi “> as Bed #,* ak Tad qe ca 73 oP *, “> eee ® e,> Cod Yella 7 3,5 «> #q* Ld pel oe al “7 


/*= Main 2907 


valle 


begins /* inritilelize thew sree eso 


i 


siren fill _xtva(19092) char »dased( trans Diop gee 
/* disable the nid@id so thet It doccume 
interrupt this Pai tializarmon a 
copy_jie_ register = disable nid¢1@_ interrupts; 
call write io port(interrupt esable pemieos 
disable ni3a1d_ interrupts); 


call read_io_port (command _status_register, 
reg value); 

call perforn_commandigo offline); 

call perform_command( reset); 

/* clear terminal, tase the transmit block waa 
the receive block in the extended Vpayeare 
fill the tpa with asteriks. be 

pub list elearserecays 


uns pec(trans_ blk _ptr) “8221°b4;3 


vil 


unspec(rec_ dik ptr) = “86230°b4; 
do i=1 to 1¢¢@2 

e411 xtpa(i) ime 
end; 


3 


/* Anvtte Lizemyneome ic 7 


call write _io_port (icwl vort_address, icy 
call write 1o port (icw2 port address,icwem 
call write io port (icw4 port address,icw4);} 
Call write biomren. (oow_ port _adiress,ocwi); 


ale 


* end initielizine= tne pices 


Cell initiélize epu teres. 
Call initialize headers; 


call perform_ceommand (zZ0 online): 
call perform_command’set_promiscuous_mods); 
call perform_command(clear insert source addressyy 


/* user interface; perform all of this yippee 
board disabled $0 that the i/o runtime 
routines, which are not re-Entrart, wiles 
be Anterry ot cdma 

put skip list( “how many messages £0 Tecan 
get list (user desires); 


call make etnernet_heacer; 


end; /*= end initialization =, 


G4 


Or tLoeeremote loz 
Se miei ene va 1 | 
terrupt ae aes 
celve_ block _avai 


/* enable the toar 
Gey ele re ll Ser = 
Coeeewr tte 10 port 


3° {-- 


» 


i 
C 


t- 3 
st 
rss 


tb 


A 
te 
pis 
\ 


e 
a 


= 


a 


(Oy Ir 


ome 9A) 


Me es 


fy JQ ¢ 
we Le | 


(D ct ~e 3% 


= 
re 
re 
Call remoze Losi; 

call perform_command (reset); 


/* end main body */ 


[FE RERE HERS BEE TR AE AS ERE OE BK AEE SE AK BR OK ORI RE A DR SK 2 BEE NRE EB AE RE Re BE OS oi a OK CT OE 
mes module is ee from thesMalas body cf thi 
It initializes the IP and TCP headers, the Etherne 
type filed, and several other variables for use in the 
remote logn. The IP header source and destination addresses 
are the addresses of the VAX and Sun on the ARPAN:T., 


TEAS AE AE HE ME AE AS AT RE HS ETE ENE HE NE AEE Re ACHE BE AE ACRE AS TK AC AE NE AC HEAT SAS AE AE ASAE IE AE ENE SE SE TS AES OR ST AE OE OK 


initialize headers: eee Solilcian 


Vc) abe ver i 7e the IP header; some values are 
Gomelewely arditrary in this program; for 


instance, the id_1lsb and id_msb a / 
Mas pec i2tendr ptr) = “8GOf"b4; 
internet header.version ihl = “45 °b45 
internet header.type of service = “PE b4; 
internet header.length mst = “OB b4} 
internet header.lengtk 1lsb = 20 04; 
internet header.id_msb = “23° 04; 
internet header.id lsb = ‘4e "4; 
internet header.flags frag = “S008 O43 
iuernet header.,tt] = “OE b43 
internet _header.protocol = "86" b4; 
internet_header.hdr_ checksum = “2098°b43 
internet header.source a = “cO 043 
internet header.source_b = “89° G45 
internet header.source c = “cS b4; 
internet header.source d = “31° b4; 
internet header.dest_a = “e€b4; 
Imerietanedder.dest b = "G9" 043 
internet header.dest _c = “C8 04; 
internet header.dest 4 = “03° d43 


/* dnitialize the TCP header; seme vai 
completely sar vis aaa oe 115 2a °C=yueeree 
Sequence number, Scurec=] pert sO. fee 
source port will te stored tg) 76 am 


as 93 ff hex and the 2651127 2o near 
will be stored a$¥¢@257 eae es 

urs pec(tcpendr perm. — “8023 04; 
{CD Neater. sou recur “f££33 “bs; 
tcp header.dest port = “2192 °0d4; 
tcp_header.offset = “63 “D4; 
tcp Head erscorraa ae Sa 
tcp header.window _msb = “92° b4; 
tcp header. wild oss “23 “b4; 
tep_header.checxsum = “OGG ~b4;3 
tcp header. ursert Dowie wa “9232 “b4; 
top header.data\ aim= “@2 °b43 
tep_header.data({2) = “04 “b45 
tcp header.data(3) = “84 °b43 
tcp header.data(4) = oes 
tep_header.data(5) = (38 | b4; 
{CD header .data us ) = ue D435 
tcp_header.sequence num(1)= “92 °b43 
tcp _ header.sequence _numic) = “1c°b43 
tcp header.sequence num(3) = “22° b43 
tcp_header.sequence num(4) = “81 “d4; 
do i = 1 to 4; 

tcep header.ack num(i) =e ey 

ime) Seq oun es “20 °b4; 

seg _ack(i) = “@0°b4; 
end; 
seg len = °8@°b4;3 
transmit _data_block.type field a = “92 54; 
transmit data block.type fieldlne— = G20 


ly 


* initialize headers =/ 


So 


[FE REAE AE HERE AE AE HE AE AE AE TERETE ETE AE AE ME NE FIC AE HE HE SIR I 6 OS AE AE RE ES BSE IE EAC SEE SSE REE AS Tk OE AS SEE NEE NE I 

Meercmemodulets called from various other nedules it sends 
Pome Niogi@=vodrd th= command receivei in the varameter 
ies b It then waits te see if the cormand was cuccessfully 
Somepeed out oy the board. [ede COnmaid wes Oe 
successful, an error nessage is displayei end the orogram 
aaeminates. 

EAS EAE AE AS HS AS AE HE AK AEH SIE IE 3 OSE 2He ES HE EE AS BE SIE HH IE BS OEE TE ALAS ASAE AST IK EAE AS AIEEE AE AS AE EAR SE EAE IS OE TE / 


perforn_ command: 


declare 
command bit (8) , 
reg value bit (8) 
Boieol te cs) ; 
Mite 2 O POre 
mead 10 port 


re = 0 b43 


entry 
entry 


procedure (command); 
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(oat 
rae 


call write io port (command register,command); 


do while ‘(srf & °@1°b4 


Ca were Cuno por & 


end; /* do while */ 


) “06 ~d4)3 
Dimers UpceS tat Use res, 
srf); 


Sol. read io pvort (Gonmand status register, 
reg value); 


if (reg_ value > °@1°b4) then 
do} 
Peano cmeClGC Hoo On SUCGESS With Petries) */ 
ous skip edit (“°*** ETREINET Board Failure ***7%) 
Meo os) a); 
stop} 
ema, /* itd */ 


end perform_command; 
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og ait afc ole ae aie alg ale oie alg aig ale aie ate ale afc ofc ste we ote ae alee ate att ale se oft olga ale a ate ie ake oe BE ale ote og ie ote fe fe abe ahs oh oie aie chee oie oe ote aXe ae 
This module is called from the main 06097 01 Sine Cae 
promtts the user fer the destlratl109 Or tooo] ee 
Tne “2c lerhet. “aeenes- f tne Sun is Wsed “SS 
address of the Etherret veer et- 
HEE BS AS HE TiS HS NS IH BUS HS SS TS SS TS OE AS OS HRS OE AS BSS SE AT A Bs TS SE AS SS SS HS OS SS AS SS BIS AS RS TSS OS OE 
make ethernet heacer: Proceduges 
aren 
ehoice eaarice, 
Ghovee = =| 
do while (choice = “a & choice db” & 
choice “= “e GS choice, «= ccuen 
DWTS 1 eeaesae 
(’Chose from below menu the destination of your packeau am 
DU. Sees 
Diet {Si oe ese 
Ge NOTE: enter only lower case letterncgam 
Duis con 
DUG. Stile eis 
v4 a. Vitel bd. SUNIL) (a, Skip yomereone 
PUe Skip edit 
o 6 Sees d. MDS) ¢a jcicigoeae 
DwG 2S bey 
ee, (dt | cho reeun aie) 
DUN, «Siea o., 
eng; * do while */ 
if (‘choice = “a° |! choice = “G* | @enetcon— | deemeuao 
do; 
transmit data block.destination address a = “#2 b4; 
transmit data block destinat tomeae in-ocue oat: 
transmit data block.destination address c =) Gi) pe 
transmit data block.iestination address d = “2004; 
end; 
else 
Qo; 
transmit data block.destination address a = “92 °b4; 
transmit data block.destination_ address b = “6@"b4; 
transmit data block.destination address c = Se Ba; 
transmit data _block.destination address 4 = “00°04; 
transmit data “block. dost ime tasome address _ a = “4252 
transmit data _block.destination address f = “27 b4; 
end; 


Sis 


os 
Ir 3 


ry b- 
(De 


C) 


é 
aw 
S 


e 
¢ 


’ 
La 


= 


Gat 


ieeernoic® = @s° then 


x 


uc (Miami ecumeeOoCKeG oct atdti On address e@ = vor b4; 
transmit data block.iestination address * = “72 "b4; 
end; 
else if choice = ’c” then 
do; 
bransmit @ata block destination address e = “93 b4; 
transmit data _bleck.destination_address f = a“b4; 
ene; 
else if choice = “d’” then 
do; 
transmit data block.destination address e = °34°b43 
transmit data block.destination_ address f = “Ga “b4; 
end; 
transmit data block.source_address a = “@2°»4; 
transmit data block.scurce address b = “62°b4; 
transmit data _block.source address c = 2c lus 
transmit _data_block.source address 4 = “d3°bd4; 
transmit data _block.source address e = “42°b4; 
transmit data block.source_address f = “27 °b4; 
end; /* make ethernet header */ 
Ps BS ASS BR AS TNT ASS SIS BS SH SE NS IS SS SE TIS NS ST OE SIS BS BIS AS ONS SIC SIS BS OK BS BS BS NE SSS OS AS BIS 2h OS YS SS BS TE OS RE OS OK OK OS 
This module is called from the remote_login module. Oe 


MBapameter 1s the aumber of,bytes 1n tne data portion of the 
Packet to be transmitted, i.e. the numter of tytes in the 


Mey tCP protocols. The paraneter is incremented by 14, the 
rumber of bytes in the sSthernet heeder of the transmit date 
Prsoc x. Should tne clear insert physical address mode 


@manmee, then it should be incremented by @ vice 14. The 
@emameter passed is a fixed bin‘'7); it must »e overlayed 
Mme a O1%.=} Variaole sc that it can 02 written out to thre 
moetdad s low byte count register. 


” t ial 
EOS HEB RE a AS BE Re AEE He BNE He SCR ERC a STH Be Be REO a Re ae OK EI SIRE HE SE CRE OBER aE aE Re a aE aK A ae a RE a Ea 


transmit packet: Procedure (low bytsert) > 
aeclare 
moevemicuport entry (bit (2) ,bit (2) }, 
mecdeomcor: entry (bit (2) ,bit (8) ), 
Sede Veme pi 1 nternrupts etal noeyee 


/* used to overlay the fixed bin(7) parameter */ 
eine =) based( byt cnt ptr), 
Dyte ite Dir VOLGer, 
disatle Togs ie lgel terraupts entry, 
Wow ebymecnt fixed bin’7), 


og 


write oar entry « podewyewss 


call disatle cou 13727 
do while (copy_ie_register = transmit _dma_done 
! 
copy_ie register = receive dma done); 


Call enev le Cou ie Vena eee 
do while {copy_ie_register = transmit_dma_donre 
1 


{ 
copy _1e.recisie: receive dma _dore); 
end; 
call disable cou tntverr ue cee 


end: 


copy _ jie _ register = disable nis@1@ interrupts; 
call write io tport(inter tupt enaslemne sia, ome 
disable nigvl@eimwter cttw 


Call enadle cul tater p mes 

call write bar (addr(transmit_data_block)); 

call write_io_pert(high byte_count reg,°020° t4); 
* increment the parameter and overlay it */ 

low byt ent = low oytwent. ] ic, 

BY t Chi pin = sac an (ilo wae) tne mace ee. 

Call write _Voeport (tow byte coun ames cca 


Call 41 sable eer lier cupr se 

GOpyY 16 regis ter —straism Pome mameo aen 

call write io _port(interrupt enable register, 
transmit _dma_done}; 

Call Grable ce) 2 Vier mua ic 


do while (copy_ie_register = transmit dma done); 
end; /* Looo until the ingerrupt emanate, 

takes care of the To intervie 

it sets IE RSG to 4a 


call perform_command(load_and send); 


end transmit_packet; 


iz@d 


[28 BRERA AE AE AE RE BK OE EE AE AS AE HEE BEAT EAE EE BE AE AS EE SE EAS AR AS AK EAE IE ALAS OK AE AS AER NE TE ALS TRAC AT AR ASAE AS / 
Mipeceeeriod ule) loucal.¢4 BPR ere assemoly lanrgsudase interrupt 
mougiae. Porcine s TCteeoentoul? interrupts: the receive 
PipoctmeavVellable, "receive dma done, and the trarasmit dna 
mone interrupts. Peewee cece S “bor 2ne riddlid size 
Beomialily; if found, it Prints out an error nessseze and 
Mermrminaetes the program. If a packet is received from the 


VAX, the variable seg ack is undated $5 that the outgoing 
packet’s acknowledgenent number can be updated in the 
memote Login module. The variable size is overlaid on the 
frame length of the ethernet packet; it is the length from 
mme first destination byte to last CHC byte; it is used te 
reposition tne receive data block in memory so that nfo 
Mertion of th previous packet is overwritten. when 
Examinin2 the vackets 1n memory with DDOT-86, eéacn will ove 
separaed by the asteriks that were used to fill a large 
Mertion of the extended tha. 


=e Brice be Ye de es be ata ste oe she ole 5 ‘eo yexk abe ale ale a Ug a ll dig aad we ols ale ate abe ten Bi teee oleae et cieeate te whe ale ale ale de ste ste sls es! beet whe whe ale ate ate 
<3): “yr ye ZN OP AS ap > wey 4y* Me Se Sees ca bald Dad ye a3 oP cd Bd “Ar o.* a® bd Dalia tad aye eye yt Aye MY 78 oP oR ap As “Ar 2,~ 75> = exc Ta Ct Ded Cd plies lndlad Salad! Dad Cd toe vA 
° I e 
Meeinterrupt rendiers: procedure external; 
= “ a 
@oclars 


SOunese biti) "external, 
WoigvemmOmpemerentey (bit (8) ,bit (8) }, 
nogcummomormcmentry .bit (4) , bitia) ), 


Snaele Coeur averrupts St rye 
Usiepmemeomres fixed external, 
Gaomole Guerin berrupts Smury 


Ne@temecareedtry (pointer); 


meee 41isable cpu_interrupts:; 
eee write io vort(interrupt enable register, 


Gisateenredi¢ interrupts); 
if (copy_ie_register = receive block available) 
then do; 


/* gives address to board for next dma 

of pacxet into memory yh 

call write bariaddr(receive date block)): 
Sew Grce Oo Dort(hieh byte count _ reg, 06 b4); 
call write io _port(low_byte count reg, “22°»4); 


/* initiate receive DMA */ 

aieeressoeetsher — receive dma done; 

Sue wril ve 10 portiinterrupt erable register, 
receive _dma_ done); 


end} /* if receive=block available */ 


na 
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number _of pacxets=nunte]r 92 ae eee 


size ptr= addr{receive data block.frame lena tn teem 
if (size > 1522 , size ¢ 64) jae 
do; 
out skip list ( SIZ se 20. 
stop: 
end; 
Source = “@2°0D4; 
If (receive data block.source aidress f = vax jem 
do; 
SOULS = dra 
OO) deg Onan ; 
seg ack(i) =receive date block.jiata:i + 24); 
enc, 
end; 
rec blk ptr = adir‘recsive data_plock.data(sizo=agem 
copy _ie_ register = receive block available; 


call write_io port‘interrupt enable register, 
receive block available); 


end; /* if receive dma done */ 
else 


if (copy_ie_register = transmit _dma_ done) 
shah [=o alu fou or 
copy _le_register = receive block available; 
call write io port interrupt enacle resisce 
receive block available); 


end} /* if transmit dmaec one 


end (abel terete accom 


IE abe 


[8 ERR BER HE EAE YE RE DERE RE HERE AES BEE REE NEE RE RE A Oe Be Be OK ae oe Nea BE NE SSSR ES 2s ET aK AE ea Be Beas At / 
eee Come cme ted Thome ede remote login  “odule Ms 
calculates the checxsum for the TCP “aeader. Ser cea tt ae 
eee TON evieties a psSezic header prepended to the fC? 
meever. the varitetle tenp stores all the oytes of memory 
Mmoedted jst vrigr to the TCP header (that it, the last 12 
bytes of the IP header). Overlays are used that bit(s) 


values can be used as integer values without SVG) Patiala: from 
Meversion factors. The variable int _length tSerae en sth 
of the IP dtatz2ram and PieGetoremineludes the TCP seament . 
The variable seg len is the length of the TCP segment. If 
tne length of the segment is en add number, then an extra 
moet byte is added so that there are full 16 bit words for 
the checksum calculatior. VOt ener divide 7 inetion 1S 
used; Moe rettrmms tne floors value. Should there be a 
remainder from mie division . 


wae ale ale ale Je we Sis As 2pn As te we ate Se ole Se ale aly whe ale ale ay ale ale we ale ol. be ale ale ahe de ale oJ ad 
Bye Be TAS HERS ME AS 2S AE AK OES MS IK BAS ALAR AS HK ALAS AS ALAS AE ERE MR AE BE AE HE AE AE FS BE ASAE AE AE RE AE AS RSE OE AS OE AE AE IE AE / 


Benc tcp cksum: procedure; 


ace | 
cksum Eee Yo O41 Ge ates amr il alee): ) 
fixed overlay bit(8) based(fixed overley ptr), 
fixed overlay ptr pointer, 
oipevena, nee tixed bin,?) based(int length ptr), 
Pet ewe ptr pOolnter. 
numi6hit wds fimed. bin 7). 
odd poommmny  codd 1[P length. */ 
tempi 13) Joya iY 


@aaq = false; 

Mom = 1 to 12; /* save last 12 bytes of IPD header */ 
Heme i) =) toeansnit data block.data(i + §); 

end; 


moe orm tcp PSEUDO HMADER */ 


fpomsmit data block.data(9) = “c@’»b4; 
transmit _iata block.data(13) = °29%b4; 
Moansmit data block.data(11) = °c3"b4; 
transmit data _block.data(12) = °31°bd43 
Meomsmit data block.data(13) = “°c@’b4; 
Pmensmit data block.data(i+) = °@9%b4; 
transmit _data_block.data(15) = “c8"b43 
Maemomit data bloce.data,\i6) = “33 °b4} 
transmit _data_block.data(17) = °@@°»4; 
Meansmit data block.data.128) = “96"b4; 
M@ramsmit data block.data(19) = “?2@°n4; 
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/* overlay bit(@) with fixed= ys tie 
int_lensth otr = addr(interrest heddemloi2 cess 
sez ler = (int _leneth - 22% 
numifbit_wds = divide( (iat leet = eee 


/* check if leneth is odd number "@. soyyecmee, 
if { modtseg len,2) = @ ) then 
do; 
odd. ="truc, 
rumlobit wds = numiccit gwaise 
temp(13) = transmit_data_btlock.data(int_ length +1); 
, eansad tees ee (int _length +1) = °99’»4 
end; 


/* insert byte 12 of pseudo header *¥*/ 
fixed overlay ptr = addr(seg len); 
transmit data _block.data(2@) = fixed overlay: 


call cksum( transmit deta (blcck dara - 
numi6dvit_wis,tcp header.checxsum); 


eee CER ks es Vw, 
dior, 2 = Po os 5 
transmit _data_block.data{i + 8) = temno(i); 
end; 
if odd = trues then 
transmit data block.data(int leneth +1) = temugem 


SNe rGale Stceccisun, 


je ole ale ale ale ale ale eee me he Lele oe eS stesly se ye ale we steste sl sk =e a ae ee whe whe aly ale ate ate mie ds P| le weyls ode es a ae Bis at ae 7 
Or MP Or HF? GTP OAS 44% etd lint Dele bale Dh ai8 AS 2,8 ets esti pac bed pe be Ppa pling pla d RICE pit bd 38 Od hdd pe 2A 31S Cap 3838 25 Ca tad Ca pa 


This module sends the packets necessary for the connection 
2stalishment to the VAY and the remote login preteco Tai 


fhe point where the Jax eons | nos Pascn ford . ach packet 
update cnraages only those portiog2as of tre vacxet thet dre 
different from one pack2t 40 thew There 25 ae 


processing cf inbound packets except for YAL Seaducmee 
numbers and data to de pushed. It assumes no deviation from 
a normal login seauneéce. 


ONE HEME ERS HTS AED AE AE ACE NE REE Ne aE Oe AR RR OR OE OBR BCR A OEE OE OS a A RE BRS KOS OE ORO AE BC 2 BR aR OE a / 
remote login: procedure; 
declare 


Source bit(€&) external, 

packet_length fixed bin(7) external, 
adig2bit entry (bit(S) {bit Ss) epee 
cksum entry (bit(S),fixed bing?) oa 
write _ io port entry (bit 3 oe 
numl€dit wds fixed bin(?7) external; 


WS): 
) 


1v4 


Veeees=30d Dacmet 1 */ 

Puaemecl tl WoSes Los 

Sopeeec’ Sin imterzet neader version ihl.rumliébit wds, 
internet header.hdr checksum); — 

Pa wcalc tep Cczsum: 

pacxet lerath = 46; 

eee transmit _packet (packet _ length); 


/* assume VAX will acknowledge it #1, wait until it does */ 
Memyei te ( source = vax }; 
end; 


few dacket 2 ipdate */ 


inc_sea_nun(4) = °31°%bd4; 

Call addS2bititcp header.sequence num(4),ine_seaq_num(4), 
tcp header.seaquence num(4))3 

ep header.offset = “53°54; 

mepeneader.c ontrol = ack; 

call addS2bit‘/seg ack(4),inc_sea num(4),tcp header.ack num(4)); 


internet_header. léneth lsd = °287b4; 
internet _header.id lsb = °22°b4; 


Pee end packet 2 undate */ 


numi6dovit_wds = 12; 

internet header.hdr checusum= “82399°b4; 

call cksum(internet_header.version ihl, numi6vit_wds, 
internet _header.hdr_ checksum)3 

top _header.checksum = ‘3022 "d4 

Oat Calc tcp cxesum; 

packet length = 46; 

Ga transmit packet (pacxet length); 


Peepacket 3 update */ 


internet heaier.length 1lsb = °29°b4; 


meee neader.control = ack _Pshs 
tep header.data‘1l) = °987b4; 
tcp header.data(2) = °@4°b4; 
tep_header.data(3) = °04°b4; 
tcp header.data(4) = °82°»b4; 
tep_header.data(5) = °90°»b4; 
tev header.data(6) = “00°b4;3 


ia 


internet teader.id 1s 5 =o, 

MUM OD Wie wes = eee 

internet header.ndr checksum = Cee 

call cksum( internet header.version ?a0 numlop epee 
internet header nds chee: 

tcp neader.checksum = “@2e?'b4; 

Cal! seac “vepme <sn. 


“~ @ 


packet _length = 45; 
call transmit _packet(packet_ length); 


/* packet 4 update */ 


internet_header.length 1st = “22 “b4; 

inc_seq_num’4)= “81 b43 

call add32bit‘tcp_header.sequence_num(4),inc_sea_num/4), 
tcp header.sequence_num(4)); 


tcp header.data‘l) = “72 °b4; 

tcp header. .datal(2) = “coma. 
tep_header.data(3) = “65 °b4; 

tcp header.date‘4) = “6d°b4}3 

top neader.data(5) = “65 b4; 

tcp header.data(6) = “90 °b4; 

internet _header.id lsb = °34°b4; 
numi6dit_wds = 123 

internet _header.hdr checksum = “9@2@°b4; 


call scksum(internet neader.version inl aumteni tee 
it 2 we ee eiaia eae. har “checxsum); 

tcep_header.checksum = °G000°b4; 

Gall “Calceren cms un, 

packet _lenetn = "46, 

Call transmit pecwet( packet lVeuotm,, 


J -4see2ment§ = update. 
“Ge pa. 


top header.sequence num(4).ine_ sea numi4), 
tcp _header.sequence_num(4)); 


PCr > cor 


m{4 ) 
call add32pnit/ 


internet heater.id 1st =y 92.4. 
numlébit_wds = 14; 
internet header.hndr checksum = °90290°b4; 


call cksum(internet_header.version ihl snumlédit_wds, 
internet _neader. hdr “checxsum)3} 

tcp header.checksum = “9¢€0°d4; 

Call Ca cere Dee 25G. 

packet length = 46; 

call transmit _packet(packet_length); 
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/* packet 6 update */ 


a2 ,leneth Lisa = tal Gens 

ee ne 

titcp header.seqverce num(4),inc sea _nin(4) 
tcp hedaman. sequence bates 

Meernet header sid _ eo = “emo 


ioe ee rne t 


inc seq a 
call add32ri 


a 
f 


tcp_header.data(t) = "73° D4; 
tcp header.data(2) =°75°b4; 
tcp header.data(3) ="6ebd4; 
tcp header.data(4) =’2f°b4; 
tcp header.data(5) =°39°b4; 
ep neader.data(6é) ="36'd4; 
tcp header.data(7) =°30°0d4; 
tcp header.data(&8) =°30°b4; 
tcp_header.data(9) =°80°d4; 


numi6bit_wds = 123 

internet _header.hdr checksum = “2903 d4; 

call cksum(internet header.version ihl pnumiSbit_wds, 
internet _neader. hdr “checizsum)} 

mep neader.checksum = “OC 2B °o43 

Oat calc tcp cksum; 

Packet length = 49; 

call transmit _packet(packet_leneth):; 


Peewait unti vax replies */ 


Momwhile (source = vax); 
end; 


Gmeeait wntil vax replies with its null byte */ 


do while ( {source = vax) & 7 
(receive data block.data(34) “= ack_psh) ); 
end; 


fempacket 7 update */ 


mavernet header.length Isb = “28°43 

inc _seq_num(4 esi 09°43 

call add32bit‘tcp header.sequence num(4),inc_seq_ num(4), 
tcp header. sequence num(4)); 

inc_seq_num(4)="91°b4 

call adddS2bit(tco header.ack num(4),inc_sea_num(4), 
tcp header.ack num(4)); 

Mem neader.control = ack; 

internet header.id_lsb =°@7°D4; 
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tcp header.data(1) ="2f°b4; 
ten reader datai2)) = oo aoe 
tcp reader.data'’d) = 36 oe, 
top header.data.4) =°33°b4; 
tcp header.da? wal5) = (Ba aoe 
tcp header.data\6) ="29°b4; 


mumi6dvit was = 14; : ; 

internet header. hdr _ checksum —- Veggie 

call cksum(internet header.version_ihl,numl6bit wds, 
internet header.hdr checksum); 

tcp header.checksum = “2030 °d4; 

Cali Cele UCcpme .sul. 

packet length = 46; 

call transmit _packet(packet length); 


put skip list ( PACKED =7 ssc ie). 

put skip; 

40 while (number of _ packets < user decipeace 
end; /* do wales 


end remote login; 
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end; 
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APPENDIX 


e3) 


SOUREE CORDS srORSo 221 T aoDITION 


Peer CE CALE TO TEIS PROCEDURE 
Gall addZ2bit(numberi (4) ,number2(4) ,result(4)) where: 


’ 

; 

; 

’ Parameter 1 is the least sienificant byte of a 
; SeplLverumbper (array cf 4 bytes ) 

; parameter 2 is the 1sb of another 32 bit number 
; parameter 3 1s the 1sb of the result 

j 


mime oe O1t mumbers are stored in memory such that the high 
mmeer byte occupies the lowest memory location. This is 
memmorary to the way that PL1l stores numbers. The numbers 
sare stored in tris manner because they have been DMA“d 
7into memory by the NI3¢@12 board in the order they were 
Mmeecieved over the Etnernet, i.e., high order byte 
meecieved first. 


b] 
meee alzorithm adds the numbers oyte by byte starting with 
;the low order bytes and places the rseultant byte addition 


mame the corresponding result byte position. 


Morac adddézbit 


aaaoebit: 


cseg 


Med ax! push bx! push cx! push dx! push si! push di! 


mov cx,¢4h smumber of bytes to be added 

5(32 bit number) 
MOV Sala (icte sload index registers with address 
Mov hoe, 2) [2.1] ;the lsb of Gach number to be added 
MOV slp.c-, 2 |L tape} MOONE rh atortme sb ef the result 
Cae 


IGS, 


yee: 
MOV 
NOV 
adc 
dec 
push 
mov 
mov 


dec 
mov 
pOD 
dec 


an,al 
Si 

Si 
Slax 
[si],ah 
si 
axes i 
Sl 

Bun: 

beg 

PO os 1: 


sbyte of first Number tomas 
;byte of other rumbpear oma 


;decrement pointer and store it away 


sMake Si now point to result 
smove addintion ifto= recipes: 


;sStep down in memory 
;save pointer tovwreswa: 


DOD Cx! pos 5x! woop eam 


peal y? 


ee 15,5800 Gans 


Cee Stee a OCHAtmiere NOTES AND™ SOURCE COD 
ige SCmecKSumesal2orithm for the TP header and tke MTcP 
segnent are the same. TaewoOnt  CiodmmspeCiftcataon for tre 
algorithm is: 
The Checksum field is the 1€ bit one’s complement of 
the one’s complement sum of all 16 bit words; for 
purposes cf comouting the checksum, the checksum 
@yeid is gers.(Ref. 3] 
Another source lists the algorith™ as: 
meewcnectsum Pield is to simply add up all the data 
regariei as 16 bit words, and then to take the one’s 
complement of the sum. (Ref. 6] 
The essemoly language program below always agreed with the 
Smectsuim calculations that were contained in the packets. 
Initial attempts yielded inconsistent reults when compared 


to tnose in the UNIX produced packets. Some attempts always 


Proiuced the correct result for the [IP header and 9¢% of the 


meme tor the ICP header. Other attempts were less 
consistant than the above example. Since one’s complemer: 
@ertametic is used, the erroneous implementations can 


Mreoduce results that are quite close to those produced by 
the UNIX operating system. 

Tre program below implements the algorithm as if the 16 
eeemewordsS were intesersestored with the least significent 
Byte in low memory, followed by the most significant byte. 
Note that tne see Carew Oe mwOnhwmesr | Oadea into the low 


sha al 


So cherie 


the 15 bit registers in the 8986 Micte—-9 oe 


the second vyte loaded into the high side of the reerslenee 


t 
X 


O te 


=e @e¢ we DO we we we we @ ~ 


tJ 
Es 
(D 
or 
v4 


Bilt Gl ve 


cksum: 


cseg 


push vax! 


mov 
MOV 
MOV 
Ov 


Mov 
Gic 


azain: 
MOV 
seu: 
MOV 
adc 
Bice 
loop 


ZOFr 


MOV 
MOV 
I7C 


QYAMPOLS Cr C4LG TO TESS re0Geet 
all ckxsum(x,y,2) where: 


parameter! ‘bit (8@)) is the starting byte of data 
te be summed 

varameter2 (fixed bin 7) is one-half? the lenestniiee 
the block (# of 16 bit words) 

parameter3 (bit(16)) the resultant 16 bit checksum 


repister will contain the resultant ¢neeaanie 
Cxs Um 

push bx! push cx! push dx! pita 

$1,210 sload cx with one-half the length 
Cx is 
cn, @dh ;zero out high side of cx registem 
dx,¢90¢nh ;zero out running total of ceca 
Si, boos *Si points to first byte of Gites 
alee ‘mso of LE biteawmone 

si 
ah, {si] ;1sb of 16 bit word 
Ot-sax ;add to Funn ine sera 

Sal 
again 
axe rt f fan ;1°s complement @f running phoma 
$i1,4[bx] ;place result in return parameter 
Bsa acl 

Sy 


ii 





aaa Pe - | | 7 | 
eo ‘@) - © 6 a a 


see 


AP PEN D eG, 


INCLUD: FILE FOR C2 0Gr 2h Lio an. 


8 I/O port addresses 


These values are svecific to the use of the INTERLAN 
NIS@1% MULTIBUS to ETESRYET interface joa 
change to the I/C port address of “27n@° hex (done 
so with a DIP switch) will require a change te 
these addresses to reflect that chanze. 


3S ye 
command register by “b@'b4, 
command status register by “b1’d4, 
transmit _data_register by be ae 
imterruptss .atusaces by “bSi spas 
interruptleratle resister by “b8°b4, 
high byte count _ree | by “be bé4, 
low_ byte count ree by “bd b4, 


/* end of I/0 port addresses */ 


/* Interrupt enable status register values */ 
disable ni3@1@ interrupts by “20°04, 
ni3@i2@_intrpts disabled by “@3° 4, 
receive block available by “@4°b4, 
transmit_dma_done by “@é°b4, 
receive dna dors by “O74, 


he end register values */ 


/* Command Function Codes */ 


module interface Wl ocpoac by “81° d4, 
interial loenbacs by @2 552. 
clear_loopback by °83°b4, 
go offline by °€8°b4, 
oon lene by °39°b4, 
onboard diaznostic by “Ga b4, 
load transmit data by “22 pe 
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Pcoed and ese od 


Pose. 


SeTepeeniscvous mode 


Clase seh tesource address 


end Command 


Maumetion Codes 


gS 


Oy 
oy 
by 
oy 


we 


2 
’ 


x 


o cry cr Go 


x 


oe 


N 
\ 


N 
X XN 


» 
MOY CN bO 


(D H> FH OO 


HH 


=e @ 


i 


SP rei eae 


INCLUDE FILE FOr PROGREME fee 


declare 

1 internet_header based (int ndmepiaes 
2 Vepsionen a bit(a), 
2 type_of service Dig e 
2 length msbd jolie U's) - 
2 length lsd binges 
2 id_msbd ple el 
2 idulss bit(s), 
2 flagsarres Dl eae 
2) ite eee S)l - 
2) protocol Oi tesoe 
2 hdr_checksum Bt (ese 
2\ 3S oureera ets) 
2) sources) Dit (eye 
2" souncere Dut ceye 
2 "sourcens bit lene 
2 desta bit(3), 
2 Gdeee 3 bitves 
2 .Sesec Di tesee 
2yides vad bitis), 

1 tcp header based) teopind= agen 
2 source_port bit(16), 
2 deSteport Dyed hone 
2 sequence num(4) one Ge a) 
2 ack num(4) Odea) 
2 Oftses png {sy 
2 FCOmGso! Decay 
2 window_msd ie gee 
2 window lst lg Sy 
2 checkstm Diet Wee), 
2 Ureentecet ae Datealeae, 
2 Weatavotey elah a a 

nO ob ae allot Sammc 1619 pointer, 

icp haere pointer, 

sez len fixed bin(7), 


femeetnese 2 element arrays are S32 bit variables aa 


inc seq num(4) dit: 
bi t( 


2). 
seg ack(4 Soa 


/* Control bit for the TCP header */ 


ack by “SGG@1EAG2 "bd, 

ack psh by “G2311800"d, 

syn by “82020210 ">d, 

ack fin by “@@@17201 "bd, 

ack syn vy “290198012 'd, 
Be I/O port addresses 


These values are specific to the use of the INTERLAN NISQ1A 
merer BUS to =THERNST interface board. <Any change to the I/0 
port address of “9@00° hex (done so with a DIP switch) will 


Mediuire @ Change to these addresses to FPeflect “that 
eeangze. 

a 
command register by “dO b4, 
command status register by “dl b4, 
transmit data register by “d2°b4, 
iigenmeiprastatus rez by °~b5°d4, 
interrupt enable register by “band, 
high byte count reg Byes; 
low_byte_ count res by “od b4, 


/* end of I/O port aidresses */ 


/* (Interrupt enable status register values */ 


disable ni3@1?@ interrupts by “82° d4, 
ni3g19_intrpts disabled by °@@°d4, 
receive block available by °24°b4, 
transmit _dma_done by “06 °b4, 
receive dma_done bye C7 op... 
poeeeenceerezister values */ 


aA 


Command Function Ccdes */ 


module intertace  lece pare. 
internal loopback 

clear sioqp tec. 

ZOO tt Dane 

£0 Online 

onboard diagnostic 

load transmit data 
load_and_ send 

reser 

set promiscuous mode 
Clearlimnsert es aurce udder 


end Command Function Codes 


ie 


Coe. 
“22° d4, 
fi, Cie oe 
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